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Objective Index - Exam 101-500

101-500 - Part A

Determine and configure

1011 hardware settings

101.2 Boot the system

101.3 Change runlevels / boot targets

: and shutdown or reboot

1021 Design hard disk layout

102.2 Install a boot manager

102.3 Manage shared libraries

102.4 Use Debian package
management

102.5 Use RPM and YUM package
management

102.6 Linux as a virtualization guest

1031 Work on the command line

103.2 Process text streams using filters

103.3 Perform basic file management

sl
g (53llel) ilyé

Ubgel> laBoot Target .laRunlevel

3320 sjlailely o

S3odh)) g S )il >hb
Boot Manager ¢y g cuas
Shared Library oy
Debian/Ubuntu ;s ladiuw Copie
RPM/YUM/Zypper slaodiwg coypie

9 S)wsibw Ho Guest Glgicas Linux

Cloud
Oloyé ba> )8
laFilter b oo by Gvlop

Directory g ld aob o

w2

w3

w3

w2

w2

w1

w3

w3

w1

w4

w2

w4

500-101 59051 (sl Jundyuw Carnpgd

101-500 - Part B

103.4 Use streams, pipes and redirects

103.5 Create, monitor and kill processes

103.6 Modify process execution

priorities

103.7 Search t.ext files using regular
expressions

103.8 Basic file editing

1041 Create partitions and filesystems

104.2 Mamtam the integrity of
filesystems

104.3 Cor)trol mounting and unmounting
of filesystems

104.5 Manage flle permissions and
ownership

104.6 Create gnq change hard and
symbolic links

104.7 Find system files and place files

in the correct location

Redirection g Pipe .laStream w4

W Process dails> g jgixile bl w4

laProcess sy Priority juss w2

Regular Expression b (yie (sgxdiuuns> w3

Vib bbby W3

Filesystem g ()b sl w2

aFilesystem Coduw baa> w2

Unmount g Mount JuS
w3
Filesystem

Ownership g Permission cgyae w3

Hard/Symbolic Link cuyse g sl w2

FHS 5 eiwsw slahld a8h w2
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Objective Index - Exam 102-500

500-102 55051 (sl Jurdyuw Cawpgd

102-500 - Part A

Customize and use the shell

102-500 - Part B

j )L 108.3 Mail T fer A MTA i Mail Transfer Agent _ilwo w
105.1 environment Shell byuso (5)lw sy law w4 ail Transfer Agent (MTA) basics gent il 3
sScript 5l i)law o Hidgs 108.4 Manage printers and printing Printing ¢ Printer c.unae w2
105.2 Customize or write simple scripts w4
oslw .
Fundamentals of internet R .
109.1 protocols oyl sProtocol ile w4
106.1 Install and configure X11 X111 (5300)S) 9 s w2
109.2 Persistent network configuration Sy a3l SaS w4
106.2 Graphical desktops LS48)S slaDesktop W1
109.3 Basic network troubleshooting S b hae w4
106.3 Accessibility SRV 0 W1
109.4 Configure client side DNS Client c.waw )3 DNS (s315)Sw w2
Lo )16 g User/Group capae
1071 Manage user and group accounts sladlés P W5 Perform security administration wial g ol
: and related system files g 1041 tasks kol GRIe g w3
)0
Automate system administration R . 110.2 Setup host security Host QJLQ Muuol sz‘..\j'ol) w3
107.2 tasks by scheduling jobs clnde slejob saole; WA
Localizati 110.3 Securing data with encryption Encryption b osls (s3lwgyel w4
- ¢ Localization
107.3 !_c;callsstlonlgn? w3
Internationafisation Internationalization
108.1 Maintain system time g ooy (5)l2gSs w3
108.2 System logging Logging i w4
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1011
Determine and configure hardware settings 5

)|)_9|W' ul.ou.b.u S )Suu 9 UJLuJLwU OBJECTIVE WEIGHT
Jslaio glio 5 aJojle Kernel lawgi oxalie Jilb (slooiws «(s)hdlciun gilio (iluwlia

0ol Uj9
Identify hardware resources, kernel-visible devices, modules and common
hardware information sources. Sldlesw wledbl

List PCI devices and the kernel driver in use. Loslaiwl Js 3 Kernel ygalys g PCI slaoiws Ginles Show USB devices as a topology tree. .Sielarsd sy JSub 4y USB (slaoliws Ginles

List currently loaded kernel modules. Kernel 62.i5)135,L slaJgile Limles Load a kernel module with dependencies. Lo Siulg olyon Kernel Jgjlo (5)133,L

$ modprobe -r $ cat /proc/cpuinfo | head

Remove an unloadable kernel module. Ol Wyew s Kernel Joilo yo)S o Inspect CPU information exposed by /proc. .proc/ &b 51 CPU wledbl ssalive

Practical Examples / (slos Jlis Exam Note / sigol aiSi
Find the driver for a NIC lspci -nnk | grep -A3 -i ethernet Uinlai )3 ool iuds Has 511 dev/ g sys. /proc/ slbyuwe
9yl )bl laDevice Node g )lhdlcsuw

Inspect block devices 1sblk -o NAME,SIZE,TYPE,FSTYPE,MOUNTPOINTS

Created by Technet24.ir
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101.2

Boot the system 2

(@l Silalely swlye OBJECTIVE WEIGHT
. . 0923l 39
Topic 101 - System Architecture
Understand BIOS/UEFI, bootloader, kernel, initramfs, systemd/SysVinit and boot biue g BIOS/UEFIL. Bootloader. Kernel. initramfs. systemd/SysVinit oy.j <)
diagnostics. .Boot
$ dmesg -T | less $ journalctl -b
Review kernel messages with readable Llg> oloj b Kernel slaaly osolie Show logs for the current boot. .Lleé Boot sla8Y inles
timestamps.
$ journalctl -b -1 $ systemd-analyze
Show logs for the previous boot. .Lld Boot sla8d iules Show total firmware/kernel/userspace boot alizwe slo sy )3 Boot JS oo Limled
time.

$ systemd-analyze blame | head

Find slow-starting units. .Boot sl 5 23S slaUnit (ylwli

Practical Examples / los Jl Exam Note / sigol aiSi

Check a failed boot service journalctl -b -p err + Firmware -> Bootloader -> Kernel :ago 05880 )i
See kernel command line cat /proc/cmdline .initramfs -> PID 1 -> Services/Targets

101-500 - 101.2 Created by Technet24.ir



101.3

Change runlevels / boot targets and shutdown or reboot 2

. . 09931 09
Topic 101 - System Architecture
Switch systemd targets, understand legacy runlevels, notify users and safely 16090l 9 8 @ Gilwygdbl . 038 seRunlevel )5 .systemd slaTarget s
stop/reboot systems. i ol (sjlaslel,
$ systemctl get-default $ systemctl set-default multi-user.target
Show the default boot target. w29 i Boot Target Linles Set text-mode multi-user boot as default. 0280 Olgicdy Gide 0)9) iz > @ulais
$ systemctl isolate rescue.target $ shutdown -h +10 "Maintenance"
Switch to rescue target. .Rescue Target @ 399 Schedule shutdown in 10 minutes with warning. -l olrod a2y 48,83 ) Lidgels> sauple)
$ systemctl reboot $ wall "System reboot in 5 minutes"
Reboot through systemd. systemd (5)b ;1 3350 (sjlailel) Broadcast a message to logged-in users. 03 Login pho) S @ aly JLw)l
Practical Examples / (slos Jlis Exam Note / sigol aiSi
Cancel a scheduled shutdown shutdown -c 5 Runlevel 3 Jsles Luyas systemd. multi-user.target o
Map legacy runlevel idea runlevel .cwl Runlevel 5 Jsleo Lu).n.) graphical.target

101-500 - 101.3 Created by Technet24.ir



102.1

Design hard disk layout 5

LS.\.UL)J.U.U)L) 9 L_&uu,!.) )LOLUJ LJ'>|)‘b OBJECTIVE WEIGHT
) : . 0923l 39
Topic 102 - Linux Installation & Package Management
Plan partitions, mount points, swap, ESP and basic LVM according to system L Cwwliio LVM il g Swap. EFI System Partition .laMount Point .la )b =>hlb
workload. 03laiwl £o5
$ lsblk -f $ blkid
Show block devices, filesystems, labels and .UUID 4 Filesystem. Label .lacSuns Ginle Read filesystem UUID and type metadata. .Filesystem gg5 g UUID (ailg>
UUIDs.
Display active swap areas. Jesd sleaSwap Giules Display LVM physical, volume groups and .LVM LV ¢ PV. VG Ginles
logical volumes.
$ df -hT
Check mounted filesystem usage and type. .03 Mount slaFilesystem g5 g Copan w)n
Practical Examples / los Jl Exam Note / sigol aiSi
Typical server idea /boot/efi + / + /var + /home + swap Slhp var/ o5Slaz .ol p53 FAT32 b ESP 35020 UEFI (sl
Check EFI mount findmnt /boot/efi bl a0 Nilgi e Log/Package-heavy slayg w

101-500 - 1021 Created by Technet24.ir



102.2

Install a boot manager
Boot Manager c.uyis 9 cuas OBJECTI\% WEIGHT

) : . 0923l 39
Topic 102 - Linux Installation & Package Management

Understand GRUB?2 installation, configuration files, MBR/GPT boot concepts .Boot loles inlng 9 MBR/GPT 3 Boot auslas «sai)Sw slohld \GRUB2 Cuai )
and interactive boot editing.

$ grub-install /dev/sda $ grub-mkconfig -o /boot/grub/grub.cfg

Install GRUB to a BIOS/legacy disk target. .BIOS/Legacy (sg3)luw )3 Suws (s9) GRUB Cuas Generate the GRUB2 configuration. .GRUB2 (53:0)S 216 audgs

$ grep "GRUB_ /etc/default/grub $ efibootmgr -v

Review main GRUB defaults. .GRUB ol wWledass exalinw Inspect UEFI NVRAM boot entries (when .NVRAM ,5 UEFI slaBoot Entry saaliw
available).

Practical Examples / (slos Jlio Exam Note / sigo il aiSi

After changing /etc/default/grub sudo update-grub # Debian/Ubuntu helper letc/ sl ilé 1uSs Ginlyng pabime Bgass |y grub.cfg

Locate GRUB config ls -1 /boot/grub/grub.cfg i Ol gl gaio /etc/grub.d/ ¢ default/grub

101-500 - 102.2 Created by Technet24.ir



102.3

Manage shared libraries :

laShared Library c.uyae OBUECTIVE WEIGHT
) : . 0923l 39
Topic 102 - Linux Installation & Package Management
Identify runtime library dependencies, library search paths and refresh the Dynamic a4y bgsiye Cache g g $loyuns dy=l Gloj yo Library sla Siwsly Gabwlics
dynamic linker cache. .Linker
$ 1dd /bin/1s $ ldconfig -p | less
Show shared libraries required by an doliy O 3Wisyee saShared Library Givles List libraries known to the linker cache. .Linker Cache )5 saubauslui slaLibrary Giules
executable.
$ ldconfig $ echo $LD LIBRARY_PATH
Rebuild the dynamic linker cache. .Dynamic Linker @ bgy o Cache (sjlw)b Show per-process additional library search Library (s> (sl 0340039391 (Lo o inles
paths.
Practical Examples / sloc Jlwo Exam Note / sigo il aiSi
Find a missing library 1dd ./app | grep "not found" /etc/ 1l lagmo/iiban idais LD_LIBRARY_PATH
Common config cat /etc/ld.so.conf o3lbiwl ot eaail sl oab ol slo s o Id.so.conf
Mg 0

101-500 - 102.3 Created by Technet24.ir



102.4

Use Debian package management 2

09931 09
Topic 102 - Linux Installation & Package Management
Install, remove, query and verify .deb packages using dpkg, apt-get/apt-cache APT slo)lul g dpkg b deb. slodiws )y g g 83> cual

and apt awareness.

$ dpkg -i package.deb $ dpkg -1 | grep

Install a local Debian package file. .o Debian i Jld SO cual List installed packages matching a name. -pb @llae oxiwai sladiw pinles
$ dpkg -L $ dpkg -S /path/file

List files installed by a package. QSO bwgi sadcwas sla bl Gioles Find which installed package owns a file. .l sadwa J o Sbo aS sl (Hi8b
$ apt-get update && apt-get upgrade $ apt-cache policy

Refresh indexes and upgrade packages. adiwy Upgrade juuw g locuwygd Gilw)jgyu Show candidate and installed versions. .Candidate g oaxbuai dus Ginle
Practical Examples / los Jl Exam Note / sigol aiSi

Repair dependency issues sudo apt-get -f install dibls blws apt-cache ¢ dpkg. apt-get so) Hgoil sly
Reconfigure a package sudo dpkg-reconfigure tzdata sboylnl 59y Objective Lol Cunl yisiwynS )l apt tawibl

R ERW @ SawdS
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102.5

Use RPM and YUM package management
RPM/YUM/Zypper LSLQW L"J)J‘\'o OBJECTI&WEIGHT

0905l U9

Topic 102 - Linux Installation & Package Management

Install, upgrade, remove and query RPM packages and repositories; understand 9 YUM/Zypper L Lol :laRepository ¢ RPM (sladiuwy Query ¢ 83> Upgrade .uas
YUM/Zypper and DNF awareness. .DNF
$ rpm -ivh package.rpm $ rpm -Uvh package.rpm

Install an RPM package. RPM diws SO s Upgrade or install an RPM package. RPM diwws cuas b Upgrade
$ rpm -qa | grep $ rpm -ql

Query installed RPM packages. 03 was RPM slodiuw (o goduws> List files installed by an RPM package. RPM diws S5 slo hl inles
$ rpm -gqf /path/file $ yum install

Find package owning an installed file. P Se diws (9L Install package and resolve dependencies. Lo Siulg J> olyod diwy sl
$ zypper search

Search packages on SUSE systems. SUSE (sloeimw )3 diany (S9ian>

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Verify package files rpm -V J= yum/dnf sisle ) Lo Siunly o Cuwl )il abaw rpm
Extract without installing rpm2cpio pkg.rpm | cpio -idmv S5

101-500 - 102.5 Created by Technet24.ir



102.6

Linux as a virtualization guest
Cloud g (sjlwsilae )5 Guest ylgicay Linux OBJECTI\:IE WEIGHT

0923l 39
Topic 102 - Linux Installation & Package Management
Wilo g 02 Clone slacuge (loVM. Container. Cloud Image. Guest Driver )

Understand VMs, containers, cloud images, guest drivers, cloned identities and
cloud-init basics. .cloud-init

$ cloud-init status --long

$ systemd-detect-virt
Detect common virtualization/container b Container/sjlwsilae salyso pausis Inspect cloud-init state where installed. cual W)guo o cloud-init Cususdg L) p

environments.

$ cat /etc/machine-id $ ssh-keygen -A

Show the machine identity used by D-Bus/ /D-Bus oslaiwl 5y60 Machine dwliui Ginles Generate missing SSH host keys. g8a80 sleSSH Host Key coslw

systemd. .systemd
Practical Examples / sloc Jlwo Exam Note / sigo il aiSi
Before templating a VM sudo truncate -s 0 /etc/machine-id d>g3 SSH Host Keys g Machine ID « Clone/Template s
Check hypervisor hints systemd-detect-virt il didlas Hlwss Cugd Guble aix U s

Created by Technet24.ir
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103.1

Work on the command line
L)LD)Q b} L’ )lS OBJECTIﬂE.WEIGHT

09931 09
Topic 103 - GNU and Unix Commands

Use Bash, environment variables, history, quoting, PATH lookup and WOlaiie oyl g History. Quoting. PATH . lbusw sloyusio Bash b )8
documentation tools.

Show current directory and system/kernel .Kernel/w Oledbl g ) o Ginles Display command search path. LeCommand (9w yuwo Ginled
information.

$ export EDITOR=vim $ type -a ls
Set and export an environment variable. s i Sy EXport g cayyei Show how a command name is resolved. .Command ab yaub Resolve sg=s inles
$ which ssh $ history | tail
Show an executable found in PATH. .PATH ,5 oauin8l Executable inles Review recent command history. u>1 History saaliw
$ man 5 passwd

Open a manual section explicitly. .Manual ;| sasuiw Section ;3)S ;b

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Safe quoting echo "File: $HOME/report 1.txt" &3> |y backslash g single quotes. double quotes glas
Run by absolute path /usr/bin/id dgdad aladl single quote Jsls 010 Expansion 130350

101-500 - 1031 Created by Technet24.ir



103.2

Process text streams using filters 5

laFilter L U L)l-’)-'> L)"-’)b):.f OBJECTIVE WEIGHT

. . 09931 09
Topic 103 - GNU and Unix Commands
Transform, inspect, checksum, split, sort and combine text streams using core Unix slaFilter b o slagby> cusyi 9 sjlwedre «euwsi .Checksum Losolive « Jas
Unix filters.
$ cat file | head -n 5 $ cut -d: -fl /etc/passwd
Show the first five lines. Jol o> 0 Giwles Extract the first colon-separated field. .colon b oaila> Jol alud sl
$ sort names.txt | uniq -c $ tr "a-z" "A-Z" < file
Sort then count duplicate lines. .)HSS bglhas iyleus g sHlwc e Translate lowercase to uppercase. S S6S Ligy> o

$ wc -1 file $ sha256sum image.iso

Count lines. Jbghs Giyladd Calculate SHA-256 checksum. .SHA-256 duwbw

$ sed -n "1,10p" file

Print lines 1through 10. )G bghs Ol

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Join columns paste users.txt shells.txt SR )i (§39)9 )9iud ) 2ex> il ago LaPipe )
Read gzip text zcat access.log.gz | tail 950

101-500 - 103.2 Created by Technet24.ir



-
103.3

Perform basic file management 4

DIFECtOFy 9 LJJLQ d-’l-’ —J )0 OBJECTIVE WEIGHT

. . 09931 09
Topic 103 - GNU and Unix Commands
Create, copy, move, remove, find and archive files; use globbing and common 9 Globbing ;| eslaiwl g b L6 Archive g Find . 83> .Copy. Move .cslw
compression tools. .Compression
$ mkdir -p project/{src,docs} $ cp -a src/ backup/
Create nested/multiple directories with shell .Expansion L Directory sz cilw Archive-style copy preserving attributes. .Attribute ka> b Copy
expansion.
$ mv old.txt new.txt $ find /var/log -type f -mtime -1
Move or rename a file. .Jsl8 Rename L Move Find files modified in the last day. o> 59y S0 )3 03)SHuss sl ol a8l

$ tar -czf backup.tgz /etc

$ dd if=/dev/sda of=disk.img bs=4M status=progress

Create a gzip-compressed tar archive. .etc/ jl o3yind Archive cslw Raw block copy (dangerous if reversed). 295/539)9 RO W)go H3 1Sl RaW iS
ol Sbylas

Identify file type by content. doize (59 i1 L8 o5 paxsuins

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Globbing 1s /etc/*.conf 51 8 1y Wy g ladiniS 1aubl blisw jlewy dd g rm -rf L
Extract tar tar -xzf backup.tgz -C /restore S a0 0)lgo )2

101-500 - 103.3 Created by Technet24.ir



-
103.4

Use streams, pipes and redirects A

Redirection ¢ Pipe .laStream OBJECTIVE WEIGHT
09931 09

Topic 103 - GNU and Unix Commands
Redirect stdin/stdout/stderr, chain commands with pipes, use xargs and tee. .tee g xargs )l eslaiwl g Pipe o)) .stdin/stdout/stderr ()5S Redirect
$ cmd > out.txt $ cmd >> out.txt
Redirect stdout, truncating the destination. Suabo JO gl o stdout colas Append stdout. . slgil @ stdout (yag)9l
$ cmd 2> err.txt $ cmd >all.txt 2>&1
Redirect stderr only. .stderr bhss ol Send stdout and stderr to the same file. .8 O @ stderr ¢ stdout colas

$ producer | consumer $ find . -name "*.log" -print@ | xargs -0 grep ERROR

Pipe stdout to the next command stdin. .$32 ygiuwy stdin 4 stdout Jlw,! Safely pass many filenames to grep. .grep 4 b ab (5oL slaes Goal Jlw)

$ cmd | tee output.txt

Show output and save it at the same time. 290> Olojad 0)us>3 g Hiwles

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Discard errors command 2>/dev/null .stdin. 1=stdout. 2=stderr=0 :_ Lol sWFile descriptor
Feed stdin from a file sort < names.txt

101-500 - 103.4 Created by Technet24.ir



103.5

Create, monitor and kill processes 4

laProcess dojl> 9 )9.':’.;_.)[.,0 Sl OBJECTIVE WEIGHT
0923l 39
Control foreground/background jobs, inspect processes and send signals. .Signal Jlw)l g laProcess saaliw Foreground/Background lajob J,us

Show memory-heavy processes. .RAM )55 5l Lm0y slaProcess inles Interactive process monitor. \aProcess _lolsi )gisile
$ pgrep -a sshd $ kill -TERM

Find PIDs and full command lines by name. .pb uolwl » Command Line ¢ PID 9L Request graceful termination. .Graceful dails> cuwlgs>)s
$ kill -KILL $ nohup longcmd >run.log 2>&1 &

Force termination; cannot be handled. .Handle B, g 5)Lal deil> Run after logout and capture output. .>9)> 0)>d g Logout jl sy idgb slysl
$ jobs; fg %1; bg %1

Manage shell jobs. Shell slajJob cuyse

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Refresh a command every 2s watch -n 2 "df -h" )3 bas 1) SIGKILL (9) g auiS bl |) SIGTERM (15) lawl
Kill by name pkill -TERM nginx S oolaiwl jL W)guo

101-500 - 103.5 Created by Technet24.ir



103.6

Modify process execution priorities
LQProceSS LS'P‘ Prlorlty )"‘"SU OBJECTI\% WEIGHT

09931 09
Topic 103 - GNU and Unix Commands

Understand nice values and adjust scheduling priority for new or existing 39290 b 33> Process sly Priority Scheduling eulais g Nice Value )5
processes.

Start a command with lower priority. S Priority b Command g Change nice value of an existing process. .39>90 Process o Nice Value 3

$ ps -o pid,ni,pri,cmd -p $ top

.Priority ¢ Nice saaliw Press r in many implementations to renice 2l i ) Priority olgie b adsw jl g)luws o
interactively.

Inspect nice and scheduler priority fields.

Practical Examples / sloc Jlwo Exam Note / sigo il aiSi
Lowest usual priority nice -n 19 cpu_task sl 19 15 20- 31 nice gl 65 .yzaS Priority Lisy »53L Nice
Higher priority needs privilege sudo renice -5 -p 1234

101-500 - 103.6 Created by Technet24.ir



103.7

Search text files using regular expressions 5

Regular EXpreSSIOn l-’ U0 (S92 OBJECTIVE WEIGHT
09931 09
Use basic/extended regex, anchors, character classes and substitution with .grep/sed L LuSl> ¢ Character Class .aExtended. Anchor/4b Regex ;| sslaswl

grep/sed.

$ grep "“root:" /etc/passwd $ grep -E "error|fail" app.log

Match a line beginning with root:. 90 Fopd IrOOt b oS Llas (Guubal Use extended alternation. .Extended Regex ,5 OR | oslasiwl
$ grep -E "~[0-9]+$" file $ grep -v ""#" config

Match lines containing only digits. iud dac had aS bl gudal Exclude comment lines. .u>9)> )l Comment bglhs> (83>

$ sed -E "s/[[:space:]]+/ /g" file $ sed -n "/pattern/p" file

Collapse runs of whitespace. .Space Sy a4 Llgie Space x> Jias Print matching lines with sed. .sed b oaud Match bghs Ol
Practical Examples / (slos Jlis Exam Note / sigol aiSi

IPv4-like quick pattern grep -E "([0-91{1,3}\.){3}[0-91{1,3}" file 45l grep -E )5 s 5Ll $ o s g0y ™ ipae sANchor
Case-insensitive grep -i "warning" file .3l Quantifier sly (s)i0S Escape

101-500 - 103.7 Created by Technet24.ir



103.8

Basic file editing 2

vib J_\LQ d-’l-’ ub:!l):!Q OBJECTIVE WEIGHT
0923l 39

Topic 103 - GNU and Unix Commands
Navigate vi, switch modes, insert/delete/yank/paste/search and save/quit. .Save/Quit g Insert/Delete/Yank/Paste/Search .lavi. Mode )5 (534l

Open afile in vi. Vis ble payS5b Enter insert mode at cursor / after cursor / new .alise slocusdgs )5 Insert Mode a4 3g)9
line.

$hijktl $dd /yy/p

Move left/down/up/right in normal mode. .Normal Mode )5 cS)> Delete line / yank line / paste. .Paste / bs> Copy / o> 83>

Search forward. ol> @ g) Sz Write changes and quit. 9> 9 0>

$ :q!

Quit without saving. 0353 O9N Tor>

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Go to line 50 150 o Normal. Insert ;3,8 $u$85 |y Lol Mode duw

Replace in file :%s/0ld/new/g .Command-line/Ex

101-500 - 103.8 Created by Technet24.ir



104.1

Create partitions and filesystems )

Fi |esyStem 9 L).u.u.))l.) s lw OBJECTIVE WEIGHT
09931 09
Manage MBR/GPT partition tables, create common filesystems and swap, and Btrfs b b slusl g Swap g Jolaio saFilesystem csbw (MBR/GPT oy

know basic Btrfs concepts.

$ fdisk -1 $ parted /dev/sdb print

List partition tables and disks. .laPartition Table ¢ Disk iyl Inspect partition layout. Oyl )il )
$ mkfs.ext4 /dev/sdbl $ mkfs.xfs /dev/sdb2

Create an ext4 filesystem. .Filesystem ext4 c.s>lw Create an XFS filesystem. .Filesystem XFS c.slw
$ mkswap /dev/sdb3 && swapon /dev/sdb3 $ mkfs.vfat -F32 /dev/sdbl

Initialize and activate swap. Swap silwJles g cslw Create a FAT32 filesystem. FAT32 colw
Practical Examples / los Jl Exam Note / sigol aiSi

GPT-oriented tool gdisk /dev/sdb 1wl 63ud Ol s Device g Hioko mMkFs I Jyié
Show Btrfs filesystems btrfs filesystem show Do on ol 3g>90 (slaesls mkfs
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104.2

Maintain the integrity of filesystems
Lo,FiIesystem Ceodw oo OBJECTI\% WEIGHT

09931 09
Topic 104 - Devices, Filesystems & FHS

Monitor space and inodes, check/repair ext and XFS filesystems and by slaylul g XFS g ext slaRepair Filesystem/ w)» .Inode g Space )gisilo
understand journaling-related tools.

ot

Show mounted filesystem capacity and type. .laType Filesystem 4 Capacity ,iules Show inode usage. Inode Gyan Ginles
$ du -xhdl /var | sort -h $ fsck -N /dev/sdbl

Find large top-level directories on one -Filesystem < )5 s> slaDirectory ;8L Show what fsck would run without executing it. D=l Hga fsck wldece Ginles
filesystem.

$ e2fsck -f /dev/sdbl $ xfs _repair /dev/sdbl

Force-check an ext filesystem (normally .Unmount cJls )5 3gase ext gLzl )y Repair an unmounted XFS filesystem. .Unmount <Jl> )» Repair Filesystem XFS
unmounted).

Practical Examples / los Jl Exam Note / sigol aiSi

Inspect ext metadata tune2fs -1 /dev/sdbl | head /Read w)gu0 @y o3 Mount slaFilesystem (sg, Iy fsck
Check apparent vs disk usage du -sh file; du -sh --apparent-size file 220 03l Lis o il Wilsiiuws jS6 305 1yl Write

101-500 - 104.2 Created by Technet24.ir



104.3
Control mounting and unmounting of filesystems 2

Unmount Filesystem ¢ Mount S OBJECTIVE WEIGHT
JB slaStorage e o UUID/Label jl oslaiwl cetc/fstab/ (saiySw «uws Mount

0ol Uj9
Mount manually, configure /etc/fstab, use UUID/labels and understand user-
mountable/removable storage. Jo>

$ mount /dev/sdbl /mnt/data $ umount /mnt/data

.Filesystem _iw> Mount Unmount a mounted filesystem. .Filesystem (y5,S Unmount

Mount a filesystem manually.

Display the current mount tree. .29 slMount sy Ginlad Read UUID/label for fstab use. fstab sl UUID/Label ;ailg>

.laMountpoint g laDevice sxaliw

Mount all eligible entries from /etc/fstab. fstab jlxe slaEntry ;9,S Mount See block devices and mountpoints.
Practical Examples / los Jl Exam Note / sigol aiSi
fstab by UUID UUID=xxxx /data ext4 defaults @ 2 / 55 UUID l oslaiwl dev/sdX/ ab juss JSuiio 5l sxSslz> shy
Read-only mount mount -0 ro /dev/sdbl /mnt/test sl )il gas0 etc/fstab

Created by Technet24.ir
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104.5

Manage file permissions and ownership 2

0ol Uj9
Control rwx permissions, ownership, umask, SUID/SGID and sticky bit. .Sticky ¢ SUID/SGID slocw .umask .cuSle .rwx slaPermission J,iuS

$ chmod 640 file $ chmod u+x script.sh

Set rw-r----- using octal mode. .Octal b ----- rW-r eubais Add execute permission for the owner. .Owner lp Execute (g8l
$ chown user:group file $ chgrp developers file

Change owner and group. .Group g Owner juss Change group ownership. .Group s
$ umask 027 $ chmod 1777 /shared

Set default mask for new files/directories. 029Uy Mask eubais Set sticky bit on a world-writable directory. .Syiiae Directory (sg) Sticky Bit agais
$ chmod 2755 /srv/team

Set SGID on a directory. .Directory (sg) SGID pulais

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Find SUID files find / -perm -4000 -type f 2>/dev/null ool iy Directory. x sy .Octal: r=4, w=2, x=1

Symbolic view 1s -1d /tmp .Traverse
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104.6

Create and change hard and symbolic links 5

Hard/Symbolic Link g e ¢ sl OBUECTIVE WEIGHT
. . . 0923l 39
Topic 104 - Devices, Filesystems & FHS
Create, identify and compare hard links and symbolic links for administration e sleyls 5 Symbolic Link g Hard Link awslés g (abwliuis bl
tasks.
$ ln file hardlink $ In -s /opt/app/current app
Create a hard link to the same inode. JInode s © Hard Link colw Create a symbolic link. .Symbolic Link cslw
$ ls -1i file hardlink $ readlink -f app
Compare inode numbers. .leInode Number d@uwlis Resolve a symbolic link to an absolute path. .3 ywo 4 Symbolic Link (y3,S Resolve
$ find . -samefile file
Find hard links to the same file. B8 O sleHard Link (yx0b
Practical Examples / (los Jlo Exam Note / (sigojl aiSi
Safe version switch n -sfn /opt/app/v2 /opt/app/current sl 9 23S0 yeuc Filesystem jyo 5| 39020 Hard Link
Broken symlink search find /path -xtype 1 S e o)Ll Path a Symlink ‘cuwl s3>0 WaDirectory
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104.7
Find system files and place files in the correct location
G (Pt o LJ“LQ u*—"l-’ OBJECTIVE WEIGHT

09931 09
Topic 104 - Devices, Filesystems & FHS

Understand FHS locations and use find/locate/whereis/which/type to locate .Command ¢ L slu Find slo,lnl 5l oslaiwl g FHS 5)lailiwl (sloyume S5
files and commands.

$ find /etc -name "*.conf" $ locate ssh config

Search the filesystem directly. Filesystem euéiwo (somim> Search the locate database quickly. Jocate @ bgyyo Database )5 giw Soxiwm>
Refresh the locate database. locate & bgyyo Database ilw)jg) v Find binary, source and man page locations. .Manual ¢ Binary. Source (8L
$ which python3 $ type cd

Find executable through PATH. .PATH ,5 Executable ;9L Identify alias, builtin, function or executable. .Alias/Builtin/Function/Executable jausuis
Practical Examples / los Jl Exam Note / sigol aiSi

FHS quick memory /etc=config, /var=variable data, /usr=userland, /home=users / .bin. /sbin. /etc. /var. /usr. /home/ L (g0l (slp
Find executables find /usr/bin -type f -perm /111 -name "ssh*" S ygpe |y srv/ g tmp. /opt
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105.1

Customize and use the shell environment
Shell -b-‘?w kS)l-‘-‘-’LJ“’)LQ-’*‘-‘ OBJECT|V4E.WE|GHT

09931 09
Topic 105 - Shells and Shell Scripting

Configure Bash startup files, PATH, environment variables, aliases and functions 9 )8 slp Function g Alias e slayusis Bash. PATH slaStartup File (sai)Sw
for users and globally. @t
$ source ~/.bashrc $ export PATH="$HOME/bin:$PATH"

Reload current shell configuration. .s)> Shell Wlaulais Reload Prepend a private bin directory to PATH. .PATH slaiwl &y (rasuis bin ag)sl
$ alias 11="1s -alF" $ unalias 11

Define a shell alias. (Alias ayyei Remove an alias. Alias Lai>
Define a simple Bash function. .Bash 5 eslw Function cay,=5 Display exported environment variables. .03 Export slayusio Givles
Practical Examples / (slos Jlis Exam Note / sigol aiSi

Global login profile /etc/profile ,Shell (login/non-login ¢4 4 Startup sl s iy
Common interactive user file ~/ .bashrc .l diunlg (interactive/non-interactive
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105.2

Customize or write simple scripts A

03Lw LSLQSCHpt LS)LUJL)JJ))LQ.UJ 9 (gl OBJECTIVE WEIGHT
09031 )9
Topic 105 - Shells and Shell Scripting
Use shebangs, tests, loops, conditionals, command substitution, exit status and Chain ¢ Command Substitution. Exit Status .b i .Shebang. Test. Loop ;| eslasiwl
command chaining. .Command (y3,S
$ #!/bin/bash $ if test -f "$1"; then

Select the Bash interpreter. Interpreter lgicay Bash ol Conditionally test for a regular file. .geo Ll 3929 Loy )y

$ for n in $(seq 1 5); do echo "$n"; done $ while read -r line; do ...; done < file

Simple for loop. .03lw for dal> Read a file line by line. Jos @ bs (o Gales
$ result=$(command) $ cmdl && cmd?2

Capture command output. .Command _>g)> 0> Run cmd2 only if cmd1 succeeds. .cmd1 Cubdgo Wjguo yo ksd cmd2 slyl

$ cmdl || cmd2

Run cmd2 only if cmd1 fails. .cmd1 slas g Ho khss cmd2 sl

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Check exit code command; echo $? oslaiwl double quote Js1s Ygano |y layustio oSl ya
Make executable chmod +x script.sh Svar$! s
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106.1

Install and configure X11 )

X11 Lg.xu)&u 9 wa) OBJECTIVE WEIGHT
: 0923l 39
Topic 106 - User Interfaces and Desktops
Understand X11 client/server architecture, Xorg configuration, DISPLAY, xhost/ xhost/xauth slalpl .DISPLAY uéie XOrg wlewais X115 Client/Server s)logo )
xauth and Wayland awareness. Wayland b Ll g
Show the X display target. uado X Display Givles Inspect X server access control list. X Server ¢ bgs o Access Control uw)yn
List X authentication cookies. Xage il slwCookie Ginles Show Xorg server version if available. 39>9 W)yguo )3 XOrg douws inled
$ ls /etc/X1l/xorg.conf.d/
Inspect Xorg configuration snippets. Xorg wleais slaSnippet oasliw
Practical Examples / los Jl Exam Note / sigol aiSi
Remote X via SSH ssh -X user@host X cidS GUIT doliyy £35S0 oslaiwl Client/Server Jaws 51 X11
Typical local display DISPLAY=:0 Capdo b GSu8lS 20)>/(539)9 Display Server g cuwl
S0
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106.2

Graphical desktops
L3198 slaDesktop OBJECTI\:IE WEIGHT

0905l U9

Topic 106 - User Interfaces and Desktops
Know major desktop environments and common remote desktop protocols. .Remote Desktop _wyiws sProtocol g Lol sleDesktop Environment b (Lol

$ echo $XDG_CURRENT DESKTOP $ loginctl show-session "$XDG SESSION ID" -p Type
Show the current desktop environment hint. .29 Desktop Environment iules Identify x11 or wayland session type. wayland b x11 sl Session g9 pagsuis
$ systemctl status display-manager
Inspect the active display manager service. .Display Manager uwgw _w)»
Practical Examples / sloc Jlwo Exam Note / sigo il aiSi
Common desktops GNOME | KDE Plasma | Xfce 1 oSy Window Manager L Desktop Environment
Remote protocols VNC | RDP | SPICE | XDMCP &yl App ¢ Shell. Panel. Settings ;| (s)i JolS dcgax0 DE
LADI 0
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106.3

Accessibility '

SO ) OBJECTIVE WEIGHT
09931 09

Topic 106 - User Interfaces and Desktops
Be aware of assistive technologies such as screen readers, magnifiers, high- Wlagais g Screen Reader. Magnifier. High Contrast sisle (SeS s s)gls b (abuol
contrast themes and keyboard accessibility. .Keyboard _wyiws

$ gsettings list-recursively org.gnome.desktop.ally 2>/dev/null $ gsettings get org.gnome.desktop.interface text-scaling-factor
Inspect GNOME accessibility settings where W0 )5 GNOME )5 Accessibility wlowdais Luw)p Read text scaling on GNOME. .GNOME > Text Scaling (yailg>
available. .39>9

Practical Examples / (sloc Jlo Exam Note / u\i’.o)i P

Assistive tech Screen Reader / Braille Display / Magnifier Ss)olid AL il ogaae yidinn Objective gl
Keyboard features Sticky / Slow / Bounce / Toggle keys 2l 1) alaSia 3,018 9 (3w
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107.1

Manage user and group accounts and related system files
-b-‘-’)-" LSLQ’LJ-’LQ 9 User/G roup Copae OBJECTlé WEIGHT

09931 09
Topic 107 - Administrative Tasks

Create, modify, remove and audit users/groups; understand passwd, shadow, 9 passwd. shadow. group sla Jsld S)s g User/Group Luw)p g L3> juusi «lw
group and skeleton files. .skel
$ useradd -m -s /bin/bash alice $ usermod -aG sudo alice

Create a user with home directory and shell. .Shell g Home L User c.slw Add a user to a supplementary group. .Supplementary Group 4 User ()98l
$ passwd alice $ chage -1 alice

Set or change password. .Password o5 b eulais Show password aging information. .Password Aging wledbl Ginles
$ groupadd developers $ getent passwd alice

Create a group. .Group cslw Query user through NSS. .NSS 5u,b ;51 User wledbl Query
$ userdel -r alice

Remove a user and home directory. .Home Directory ¢ User 3>

Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR

Core files /etc/passwd /etc/shadow /etc/group /etc/skel etc/passwd/ slaalud HlisLw 13yl |y Exam 102 (59 ()53L
Lock account usermod -L alice .2uiS Hgye |y etc/shadow/ ¢
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107.2

Automate system administration tasks by scheduling jobs A

ORI LSLQ’JOb S le) OBJECTIVE WEIGHT
09931 09

Topic 107 - Administrative Tasks
Use cron, at and systemd timers, plus access-control files for scheduled jobs. Job Lwyiws JyiuS sla sl g systemd timer g cron. at )l oslaiwl

Edit the current user crontab. .s)> )8 Crontab Giulpg List current user cron jobs. .aCron Job inlei
$ at 23:30 $ atqg; atrm
Schedule a one-time interactive job. oo LSy Job S sy le) List and remove at jobs. .atJob L3> ¢ Linles

$ systemctl list-timers --all $ systemd-run --on-calendar="tomorrow" /usr/local/bin/job

List systemd timers. .systemd slaTimer Giules Create a transient scheduled unit. bgo 03D a0 ley Unit cslw
Practical Examples / «slos Jlo Exam Note / (sigo il aisi

Cron fields min hour day month weekday command she lagl ailine ¢ etc/cron.deny/ ¢ etc/cron.allow/ sla sl
Every day at 02:15 15 2 * * * /ysr/local/sbin/backup Sl 1) at
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107.3

Localisation and internationalisation 5

Internationalization ¢ Localization OBUECTIVE WEIGHT
09931 09
Configure locale, timezone, character encodings and understand why LANG=C .Script ;o LANG=C 1,15 S5 9 Locale. Timezone. Encoding (s3i)Sw

is useful in scripts.

Display locale environment values. .Locale yslée Ginlas List installed locales. oxdewas slalocale Ginles
$ timedatectl $ timedatectl set-timezone Europe/Berlin

Show time, timezone and synchronization .Sync Cususg g Timezone (o) yiwles Set the system timezone. .Timezone i
status.

$ date +"%F %T %z" $ iconv -f IS0-8859-1 -t UTF-8 old.txt > new.txt

Format date/time and UTC offset. .Offset g )loj ooz o JBd Linles Convert text encoding. .o Encoding Jsaw
Practical Examples / los Jl Exam Note / sigol aiSi

Stable script parsing LANG=C command 9 3l g Caglgl ks 51 1) *_LC g LANG. LC_ALL (sloyusio
Timezone data /usr/share/zoneinfo/ Sl lodolin G29)>
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108.1
Maintain system time 2
P“U"'U"“) L)l'o) LS)L\'G& OBJECTIVE WEIGHT

09931 09
Topic 108 - Essential System Services

Manage system/hardware clocks, timezone and time synchronization with NTP/ NTP/chrony (s;Lwalas g System Clock/Hardware Clock. Timezone cgpae
chrony.
$ hWC.LOCk --Show

Show system time. e Olej Linled Show hardware/RTC clock. .Hardware Clock iules
$ timedatectl status $ chronyc tracking

Show time synchronization and timezone state. .Timezone g Time Sync C.uswsg Linles Show chrony synchronization status. .chrony 5 Sync cususg Ginles
Show configured NTP sources. .LaNTP Source  yiulas Query ntpd peer status where available. D929 Wy ys Ntpd slaPeer Luw)p
Practical Examples / los Jl Exam Note / sigol aiSi

Set timezone timedatectl set-timezone Asia/Tehran RTC Ygo20 auS SuSa5 |, Hardware Clock ¢ System Clock
Typical configs /etc/chrony.conf /etc/ntp.conf eud eabais UTC (59) ol yigy
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108.2
System logging
Logging (@t OBJECTlf! WEIGHT

09931 09
Topic 108 - Essential System Services

Query systemd journal, configure rsyslog/logrotate and understand facilities, o Facility/Priority ). ¢ rsyslog/logrotate (ssu)Sw .systemd journal (,3,S Query
priorities and persistent journals. .Persistent Journal

$ journalctl -u ssh --since today $ journalctl -p err..alert -b

Show today's logs for the ssh unit. .SSh Gugyw jorel S Linles Filter current boot by priority range. Priority ywlwl y =6 Boot ,ilue

$ journalctl --disk-usage $ journalctl --vacuum-time=7d

Show journal disk usage. Journal (oo sbad Ginlas Delete journal data older than seven days. U9y Vil 58 slajournal was>

$ logger -p user.notice "Test message" $ logrotate -d /etc/logrotate.conf

Send a test syslog message. .Syslog 4 sl ply Jlw) Debug logrotate configuration without rotating. Rotate ()9 logrotate wleudais Debug Guw)y
.20lg

Practical Examples / los Jl Exam Note / sigol aiSi

rsyslog main config /etc/rsyslog. conf 1) ply Wb Priority/Severity ¢ ply Lihio gus Facility

Persistent journal path /var/log/journal/ LS e pasuue
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108.3

Mail Transfer Agent (MTA) basics .

Ma II Tra nSfer Agent LJ"L’*O OBJECTIVE WEIGHT
09031 )9
Know common MTAs, local aliases/forwarding and basic mail queue/user mail .Mail/Queue 4l Wlygiws g Lo Alias/Forward . Jglsie sMTA b (oLl

commands.

$ mail -s "Test" user@example.com $ mailq
Send a simple message with mailx-compatible .mailx b )&l syl b oslw ply Jlw)l Show the mail queue. .Mail Queue ivles
tools.
Rebuild the aliases database. .Alias & bgyo Database sjlw;b Query Postfix using its control command where ual Wyguo s Postfix cususg L)
installed.
$ cat ~/.forward
Inspect per-user mail forwarding. S Juosl Forward osnlive
Practical Examples / los Jl Exam Note / sigol aiSi
Common MTAs Postfix / Sendmail / Exim Alias s B30 MTA (Grac 530Sy g (3l )d
Alias concept root: admin@example.com .\le.e.o CJI) LngMTA ‘al.) 9 Forwarding
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108.4

Manage printers and printing )

Prmtlng 9 Printer )0 OBJECTIVE WEIGHT
. . - 09931 09
Topic 108 - Essential System Services
Manage CUPS queues and jobs using CUPS/LPD-compatible command-line .LPD U ,8;Lw slaylul g CUPS L Print Job ¢ Queue cuypsw
tools.
$ lpstat -t $ lp file.pdf
Show printers, queues and scheduler status. .Scheduler cuswsg g Queue Printer Giules Submit a print job. .Print Job Jlw,!
$ lpqg $ lpr file.txt
Show queued jobs (LPD interface). .Queue slajob Giules Submit a job using LPD-compatible command. .LPD k) b Job Jlw,)l
Remove a queued print job. .Queue ;! Print Job L3> Cancel a CUPS print job. .CUPS ,5 Print Job g2J
Practical Examples / los Jl Exam Note / sigol aiSi
CUPS config tree /etc/cups/ 9338 tapwliiy |y LPD 0938 byly g CUPS (slaylil coglas
Default printer lpstat -d -2gd Zylae Objective )5 cuwl HSw
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109.1

Fundamentals of internet protocols 4

il LSLQ’PrOtOCOI o OBJECTIVE WEIGHT
09931 09

Topic 109 - Networking Fundamentals
Understand IPv4/IPv6, CIDR/subnetting, TCP/UDP/ICMP and common service Lo wgw Jolaie soPort ¢ IPV4/IPv6. CIDR/Subnetting. TCP/UDP/ICMP )5
ports.
Show concise interface/address information. Address g Interface aods> Ginles Show IPv4 routing table. .Routing Table IPv4 _iules
$ ip -6 route $ getent services ssh
Show IPv6 routing table. .Routing Table IPv6  yinlai Look up service/port through NSS. .NSS (50,b ;51 Port/jugw Query

$ grep -E ""~(ssh|http|https|domain)" /etc/services

Review well-known service entries. .L9g)20 slaService Entry osaliwe

Practical Examples / los Jl Exam Note / sigol aiSi

Common ports 22 SSH | 53 DNS | 80 HTTP | 123 NTP | 443 HTTPS TCP 1245 )90 ) L) Objective )5 oaidiwles> slaPort

CIDR example 192.168.1.0/24 = 255.255.255.0 ShiS saly shy ICMP .l JUasl (g3 UDP g 1S JLasl
Wl €S
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109.2

Persistent network configuration A

< .
ASy LJ‘Q-’b kS-\-’-’)S*’ OBJECTIVE WEIGHT
. . 09931 09
Topic 109 - Networking Fundamentals
Configure hostname, name resolution and Ethernet/Wi-Fi using 9 NetworkManager b Ethernet/Wi-Fi g Hostname. Name Resolution (ssi)Sw
NetworkManager; know systemd-networkd awareness. .systemd-networkd b (Lol
$ nmcli device status $ nmcli connection show
Show NetworkManager device state. NetworkManager s laDevice Cuswsg Ginles List saved connections. 0oy sleConnection Giules

$ nmcli con mod "Wired" ipv4.addresses 192.0.2.10/24 $ hostnamectl set-hostname serverl

Set a static IPv4 address on a profile. .Profile g, IPv4 Static aylais Set persistent hostname. .<3ls Hostname @glass
$ cat /etc/resolv.conf $ getent hosts example.com

Inspect resolver configuration. .Resolver Wl o3aliv Resolve a name using NSS order. NSS (3)5 ywbwl 1 b Resolve
Practical Examples / (los Jlo Exam Note / (sigojl aiSi

Core files /etc/hostname /etc/hosts /etc/nsswitch.conf /etc/resolv.conf Resolve xS 0 yasuin :hosts ui)yi etc/nsswitch.conf/ )s
Enable DHCP nmcli con mod "Wired" ipv4.method auto Deab alil Giuglol 4> b g alie 43 5l pb
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109.3

Basic network troubleshooting A

454-“-’ d—’l-’ LJ-’L’LA-‘—C OBJECTIVE WEIGHT

. . 0923l 39
Topic 109 - Networking Fundamentals
Inspect and modify addresses/routes, test reachability/path/ports and know -net o138 saylnl b sl ¢ Reachability/Path/Port couws JIP/RoUtE s g Ly
legacy net-tools equivalents. .tools
$ ip addr show $ ip route get 8.8.8.8
Inspect interface addresses. Interface sWIP saaline Show the chosen route to a destination. uadoe U sadbolbal Route Gioles
$ ping -c 4 8.8.8.8 $ traceroute example.com
Test ICMP reachability. ICMP L Reachability caws Trace network path hops. o slaHop (b,
$ ss -tulpen $ nc -vz host 443
Show listening TCP/UDP sockets with process .Process | Listening slaSocket iules Test whether a TCP port is reachable. .TCP Port & Luwyiuw s Coansd
info.
$ ip link set eth@ up
Bring a link up. Link H9,S Jled
Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR
Legacy equivalents ifconfig / netstat / route <- Link -> Address -> Route -> DNS :la3 sbouc i)
Path MTU-aware trace tracepath example_com .POrt/ApplicatiOn
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109.4
Configure client side DNS 5

Client ceeoww )9 DNS Lg.\.u)iu OBJECTIVE WEIGHT

. . 09931 09
Topic 109 - Networking Fundamentals

Configure resolver sources/order, query DNS servers and debug name -.Name Resolution _ybuc 9 DNS Server ;5,S Query .glio «i)s g Resolver saiySo

resolution.
$ dig example.com A $ dig @1.1.1.1 example.com
.uasuie DNS Server s Query

Query an A record. A 3)6S) Query Query a specific DNS server.

$ host example.com $ getent ahosts example.com

Perform a concise DNS lookup. .doM> DNS Lookup Resolve through the system NSS stack. e NSS 525k 51 Resolve

$ cat /etc/nsswitch.conf | grep "“hosts: $ resolvectl status

Check name service lookup order. .Name Service cuiyi Lw)p Inspect systemd-resolved state where used. oolaiwl Wyguo 3 systemd-resolved Lw)y

Practical Examples / los Jl Exam Note / sigol aiSi
Local override 192.0.2.20 app.local # /etc/hosts NSS .38 Resolve doliy g 30300 wls> uwys dig 3l
S Ly |y ete/nsswitch.conf/ o

Resolver file /etc/resolv.conf

Created by Technet24.ir
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110.1

Perform security administration tasks 2

o] ORI c_o,gl.bg OBJECTIVE WEIGHT

. . 0923l 39
Topic 110 - Security
Audit SUID/SGID files, passwords, open ports, resource limits, logins and sudo o LResource Limit. Login .;bL sPort .loaSUID/SGID. Password sla Jslé Audit
configuration. .sudo
$ find / -xdev -perm /6000 -type f 2>/dev/null $ ss -tulpen
Find SUID/SGID regular files. .SUID/SGID sla Lo oL Inspect listening network services. .Listening (slaugpw )y
$ lsof -i -P -n | head $ nmap -sT 127.0.0.1
Inspect network-using processes. .Network Socket sh)ls slaProcess saaliw Perform a basic TCP connect scan of localhost. localhost (g9, 65Lw TCP Sl
$ chage -1 user $ who; w; last | head
Review password aging. .Password Aging _w)» Review current and previous logins. L8 g L=é slalogin Lw)y
Show permitted sudo commands for the current k28 )8 sl sudo e Wlygiws Ginled
user.
Practical Examples / (sloc Jlo Exam Note / ._,u',..j PR
Resource limits ulimit -a S 03Lbl VisUO )l busyi diies etc/sudoers/ Jold sl
Edit sudo safely visudo g wyp Save jl Jud Syntax b
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110.2

Setup host security 2

Host b ol (551610l OBJECTIVE WEIGHT
09931 09

Topic 110 - Security
Understand shadow passwords, disable unused services, socket activation and ¢ Socket Activation .eolaiwl (9 s Lwg w s)lwleduc .Shadow Password )
legacy TCP wrappers concepts. .TCP Wrappers 38 aggao

$ systemctl --type=service --state=running $ systemctl disable --now

List running services. bl b s slagmgw Ginles Stop and disable an unused service. Loslaiwl (9w Guwgyw ()3)S Disable g Stop
$ systemctl list-sockets $ passwd -1 user

List systemd socket-activated services. .systemd lSocket yiulai Lock a password. .Password ()3,S Lock
$ getent shadow user $ cat /etc/nologin

Query shadow data when privileged. LW Oy yd Shadow wledbl Query Inspect login-blocking message if present. 3929 U)yguo o Login ;1 s uSel> aly ool
Practical Examples / (slos Jlis Exam Note / sigol aiSi

Legacy TCP wrappers /etc/hosts.allow /etc/hosts.deny 1030l Lled Objective )5 jgid Lol ceuwl (038 TCP Wrappers
Shadow files /etc/passwd /etc/shadow .sly ) allow/deny foga0
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110.3

Securing data with encryption
Encryption b osls (s)lw el

Topic 110 - Security

Use OpenSSH keys, agents and tunnels; use GnuPG to encrypt, decrypt, sign
and verify data.

$ ssh-keygen -t ed25519 -C "user@host"

Create a modern SSH key pair. Oy SSH Key Pair cslw

$ ssh-agent bash; ssh-add ~/.ssh/id ed25519

Start an agent session and load a key. -Key (3, Load g Agent gg .

$ gpg --full-generate-key

Create a GnuPG key pair. .GnuPG Key Pair c.>lw

$ gpg --detach-sign file && gpg --verify file.sig file

Sign and verify a file. .JsL6 Verify 4 Sign

Practical Examples / (sloc Jlo
SSH public-key target ~/.ssh/authorized keys

X11 forwarding ssh -X user@server

102-500 - 110.3

4

OBJECTIVE WEIGHT

0905l U9

/Encrypt/Decrypt/Sign sly GnuPG jl eslaiwl g Tunnel g SSH Key. Agent ;| oslasiwl
Verify

$ ssh-copy-id user@server

Install a public key into authorized_keys. .authorized_keys s Public Key cuaj

$ ssh -L 8080:internal:80 user@gateway

Create a local SSH port forward. .Local Port Forward s bw

$ gpg --encrypt --recipient user@example.com file

Encrypt a file for a recipient. .Recipient sly Jls Encrypt

Exam Note / sigol aiSi
WI38Slyil sl Public Key )1y 455 diloy=o |y Private Key
.l 1y Signing ¢ Encryption coglas .cuwl

Created by Technet24.ir



Final High-Yield Checklist

& Hor0 NG Cund S
Exam 101 - Must Practice Exam 102 - Must Practice
» Boot troubleshooting: dmesg, journalctl, systemd targets » Bash startup files, aliases, functions and scripts
« dpkg/apt and rpm/yum/zypper workflows » User/group lifecycle and password aging
 Shell quoting, variables, history and PATH resolution e cron, at and systemd timers
« Text filters, regex, redirects, pipes and xargs e Locale, timezone and NTP/chrony
e Process control and nice/renice e journalctl, rsyslog and logrotate
e vi navigation and editing « NetworkManager, iproute2, DNS and troubleshooting
o Partitions, mkfs, fsck, mount/fstab  Security audits, sudo and service hardening
e Permissions, special bits, links and FHS e SSH keys/tunnels and GnuPG basics
Boot. Package Management. Text sl pgo sl Glas G3pad 101 Hgojil (sln ¢ User Management. Scheduling. Logging. Networking (sg) 102 (g0l (slp
DS Ol VM K)o Los> l) bPermission ¢ Processing. Process. Filesystem Dl 1y Ogeil oul Weight (,33L Objective 107.1 il diibls olhg 3Sxas Security
Official Sources Used About this file
Linux Professional Institute LPIC-1 overview - current version 5.0, exam codes Prepared and designed by Technet24.ir as an independent educational quick
101-500 and 102-500. reference. LPIC and Linux Professional Institute names may be trademarks of their

respective owner. Commands should be tested in a lab before production use.
LPI Wiki - LPIC-1 Objectives V5.0 - detailed official objective list and weights.

ool Olygiws .uwl Jbiwoe Liijeol slounly s (pl .Technet24.ir : >l ¢ dugs
S Gl GaBinloil Jauso o lanl |y dSud Wlyuuss o dd. mkfs, fsck. rm siilo
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