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200.1

Measure and Troubleshoot Resource Usage 5

5 G 1. -
8L~o oo Hbuc g (550513l OBJECTIVE WEIGHT

) . ) 09931 09
Topic 200 - Capacity Planning
Measure CPU, memory, disk and network utilization, correlate symptoms with lio Hilwlid g olSelS b @idle (ol bli)l «aSud g Suwys «dhadl> (CPU Gapao (555651l
bottlenecks and identify blocked or overloaded resources. Hbuiw b sg9auue
$ vmstat 1 5 $ iostat -xz 1 5
Sample CPU, memory and run queue activity. bl Cawo g dasls (CPU i s)lspdigas Inspect extended disk /O latency and utilization. Soasd /O Copunn g 356 Gawyp
Measure per-interface network throughput. Interface yo S48l (58031l Summarize socket usage. .aSocket Cuswsg wods>

$ ps -eo pid,stat,comm,%cpu,%smem --sort=-%cpu | head $ lsof +D /var 2>/dev/null | head

Find CPU-heavy processes. .CPU (pany saProcess (sl Inspect open files under a path. e S0 50 sla blo ) p
Practical Examples / los Jl Exam Note / sigol aiSi

Spot I/0 saturation iostat -xz 1 r/b slagygiw VMSstat s 13,48 d>g5 await o Util% ay iostat s
Find blocked tasks ps -eo pid,stat,wchan:24,comm | awk "$2 ~ /D/" .\JIW CPU/I/O )L.uS Y-y VL) 6').} Wa g

201-450 - 2001 Created by Technet24.ir



200.2
Predict Future Resource Needs 5

&)LLD ol L_gl.m)l._p E O OBJECTIVE WEIGHT
Topic 200 - Capacity Planning
39330 4 3wy Oloj )9l g by Ag) 0a0lite (@ilio Lopan L)l 631y (s)glga>

0ol Uj9
Collect historical utilization data, visualize trends and estimate when capacity

limits will be reached.

$ sar -u -f /var/log/sysstat/sa0l $ sar -r -f /var/log/sysstat/sa0l
Read historical CPU statistics. .CPU (50,5 Lol yailgs> Read historical memory statistics. E1EY- ST L PYRURN] FEN

$ collectd --test $ rrdtool info file.rrd | head

Validate a collectd configuration. .collectd Wlowdaid Couwo Lw)p Inspect an RRD data source. RRD osls Jol& Ly

Exam Note / sigo il aiSi

Practical Examples / slos Jlio
Estimate disk growth du -sx /srv/data; date JIcinga2. Nagios aiile Monitoring (slayll ab (yee)l 53
Track load over time sar -q 60 10 e JolS (53 )Sw Lell £ auwliuin |y Cacti ¢ collectd. MRTG

Created by Technet24.ir
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2011
Kernel Components 5

OBJECTIVE WEIGHT
Topic 201 - Linux Kernel
o g (sjlwosuind slocwyd Source/Documentation )lisLw laKernel Image s

Kernel >l
0ol Uj9
Understand kernel images, source/documentation layout, compression formats
.laLoadable Module

and the role of loadable modules.

List installed compressed kernel images. oadbewas slaKernel Image Ginles

Show the running kernel release. ol Js o Kernel asuni Ginled

$ Us /usr/src/linux*/Documentation 2>/dev/null | head $ file /boot/vmlinuz-$(uname -r)

Identify the kernel image file type. -Kernel Image L g9 paysis

Inspect kernel documentation tree. .Kernel &4 bgyyo Documentation )

Practical Examples / sloc Jlwo Exam Note / sigo il aiSi
Show kernel build details uname -a 9 2wl |y XZ (55lwosydis g zZIMage. bzimage puolao
zarep CONFIG SMP /proc/config.gz 2>/dev/null || grep CONFIG _SMP /boot/ S S5 l) Module b Kernel Image «glas

Inspect kernel config
config-$(uname -r)

Created by Technet24.ir
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201.2

Compiling a Linux Kernel 5

Linux Kernel d.)l.a.olS OBJECTIVE WEIGHT
. . 09931 09

Topic 201 - Linux Kernel

Configure, build and install a custom kernel and modules; create initramfs and sl DKMS 1 oslaiwl g initramfs <>l (leModule g Kernel uas ¢ Build ((saiySw

use DKMS for external modules. o> slModule

$ make oldconfig $ make menuconfig

Reuse an existing config and answer new 3> slduiS gl 9 L8 Config 5l oslaiwl Configure kernel features interactively. .Kernel slacuyld Llolei (saiySw

options.

$ make -j$(nproc) $ sudo make modules install install

Build the kernel in parallel. Kernel s;lso JilolS Install modules and kernel. .Kernel g lsModule cuai

$ sudo update-initramfs -c -k $(make kernelrelease) $ dkms status

Create an initramfs on Debian-like systems. .Debian/Ubuntu s initramfs c.lw Show DKMS module status. .DKMS sleModule cusisg yinles

Practical Examples / (los Jlo Exam Note / (sigojl aiSi

Clean source tree make mrproper <- configure > build :3)luuw yblody |y Labie (aiys

Build Debian package make -j$(nproc) deb-pkg modules_install -> install -> initramfs/bootloader
.update

201-450 - 201.2 Created by Technet24.ir



201.3

Kernel Runtime Management and Troubleshooting p

Kernel LJ-’L’L'*-‘—C 9 Runtime D OBJECTIVE WEIGHT
. . 0923l 39
Topic 201 - Linux Kernel
Query, load, unload and parameterize modules; manage sysctl values and /Hardware beuc g sysctl o pnse (laModule s,138i0l)b g Query. Load/Unload
troubleshoot hardware/udev behavior. .udev
List loaded kernel modules. .oud Load slaModule inlas Show module parameters, aliases and metadata. .Jojle Metadata g Alias «yiol)b Linles
$ modprobe option=value $ sysctl -a | less
Load a module with dependencies and .Parameter ¢ Dependency olyon Jgjlo Load List kernel runtime parameters. .Runtime Kernel slayiol)b Linles
parameters.
$ udevadm monitor --kernel --udev $ dmesg -T | tail -100
Watch kernel and udev events. .udev g Kernel slaEvent saaliuw Review recent kernel messages. Kernel )51 sloaly Groyn
Practical Examples / (slos Jlis Exam Note / sigol aiSi
Persist a sysctl echo "net.ipv4.ip_forward=1" | sudo tee /etc/sysctl.d/99-router.conf && sudo Olouhais sl /etc/sysctl.d/ ¢ /etc/modprobe.d/ slo s
sysctl --system el lasysctl Hlos Runtime slas proc/sys/ tailege Hlub
Trace PCl driver lspci -k

201-450 - 201.3 Created by Technet24.ir



2021

Customizing System Startup
(QJ-‘-‘-U-U-‘ Sta rtup LS)L’-‘-’LJ“’)LO-“-’ OBJECTI&WEIGHT

09931 09
Topic 202 - System Startup

Manage systemd targets and services, understand legacy SysV runlevels and Olauaid Lw)yp g SysV sRunlevel S)s .systemd slaService ¢ Target <o pse
inspect startup configuration. Startup
$ systemctl get-default $ systemctl set-default multi-user.target

Show the default target. w290 Target Livlas Set the default boot target. .Boot ,o,8,i Target eulas

$ systemctl list-dependencies graphical.target $ systemd-delta
Display target dependencies. .Target leDependency  iules Show local overrides of vendor units. LaUnit Jse slOverride iules
Show previous/current SysV runlevel when B5lw slepiuwgw 53 Runlevel iyl
available.

Practical Examples / los Jl Exam Note / sigol aiSi

Inspect a unit systemctl cat ssh.service Enable :cewl glaio Start L Enable aggas systemd )s
Enable a service now systemctl enable --now ssh ol Lled sh=l sl Start g oaul Boot (sl

201-450 - 2021 Created by Technet24.ir



202.2
System Recovery
(o.u.uu.w UJ[J)L) OBJECT|V4E.WE|GHT

09931 09
Topic 202 - System Startup

Recover unbootable systems using GRUB, rescue/emergency targets, initramfs fsck g initramfs sla,lnl .GRUB. Rescue/Emergency b 0aigiiBoot slapivwsw »bjb
tools and filesystem checks on BIOS/UEFI systems. .BIOS/UEFI s
$ systemctl rescue $ systemctl emergency

Enter rescue mode. .Rescue Mode « 59,9 Enter minimal emergency mode. .Emergency Mode « 399
$ grub-install /dev/sda $ efibootmgr -v

Install GRUB for a BIOS-style disk. .BIOS > )5 GRUB uas Inspect UEFI boot entries. .UEFI slaBoot Entry _yiules

$ fsck -f /dev/sdXN $ lsinitramfs /boot/initrd.img-$(uname -r) | head
Check/repair an offline filesystem. .Offline «Jl> ,5 Repair Filesystem/ ) Inspect initramfs content on Debian-like .initramfs slgizo w)y
systems.
Practical Examples / (los Jlo Exam Note / (sigojl aiSi
Remount root writable mount -o remount,rw / Bootloader ;s > 303 Lassis laol Recovery s
Regenerate GRUB config grub-mkconfig -o /boot/grub/grub.cfg Service Initialization L Kernel/initramfs. Filesystem
ol

201-450 - 202.2 Created by Technet24.ir



202.3
Alternate Bootloaders 5

OBJECTIVE WEIGHT

%l sleBootloader

Topic 202 - System Startup
)3 PXE )5 9 U-Boot g SYSLINUX. ISOLINUX. PXELINUX. systemd-boot c.lub

Recognize SYSLINUX, ISOLINUX, PXELINUX, systemd-boot and U-Boot and
understand PXE for BIOS and UEFI. .UEFI ¢ BIOS

Show SYSLINUX version. SYSLINUX dsows Ginles Install EXTLINUX files. EXTLINUX sla blé cuas

$ bootctl status $ find /tftpboot -maxdepth 2 -type f | head
Inspect common PXE/TFTP files. PXE/TFTP zl) slold )

Show systemd-boot status. .systemd-boot cueusg Ginle

Practical Examples / sloc Jlwo Exam Note / sigo il aiSi
PXELINUX config path 1s /tftpboot/pxelinux.cfg/ grubx64.efi ¢ pxelinux.0. pxelinux.cfg/. shim.efi sla sl
bty PXE/UEFI )3 o Liuadi ybai 311

UEFI loader examples 1s /boot/efi/EFI/*/*.efi 2>/dev/null

Created by Technet24.ir
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2031

Operating the Linux Filesystem
U‘USQ""J FIIeSyStem lJ )lS OBJECTIﬂE.WEIGHT

) . ) 09931 09
Topic 203 - Filesystem and Devices

Configure persistent mounts, use UUIDs, manage swap and understand asystemd mount unit )5 g Swap capse JUUID jl eslaiwl )b Mount (si)Sw
systemd mount units.

Show the mount tree and sources. .Source g laMount )lislw Giules Display filesystem UUID/type metadata. .Type Filesystem g UUID inles
Mount all eligible fstab entries. fstab cwwlio sENtry des Mount List active swap areas. Jks slaSwap Ginles

$ systemctl list-units --type=mount

List active systemd mount units. .systemd slaMount Unit Giules

Practical Examples / los Jl Exam Note / sigol aiSi

Use UUID in fstab UUID= /data ext4 defaults 0 2 root gese 13S0 pasuine |y fSk Cuiyi fstab b (eiw
Create swap file fallocate -1 26 /swapfile && chmod 600 /swapfile && mkswap /swapfile && 2513 2 )lade LaFilesystem ylw o 1 )lade

swapon /swapfile

201-450 - 2031 Created by Technet24.ir



203.2

Maintaining a Linux Filesystem 2

. Z.
FIIeSyStem (5)"'\'65“ OBJECTIVE WEIGHT

) . . 09931 09
Topic 203 - Filesystem and Devices
Create, inspect, tune, repair and back up ext, XFS and Btrfs filesystems and Cwodw Hgisile g €xt/XFS/Btrfs slaBackup Filesystem g Tune. Repair . wyp «slw
monitor SMART health. .SMART
$ tune2fs -1 /dev/sdXN | head $ xfs info /mountpoint
Inspect ext filesystem metadata. -ext piupw o Metadata Guw) Show XFS geometry. XFS wledbl Giules
$ btrfs subvolume list / $ smartctl -a /dev/sda
List Btrfs subvolumes. .Btrfs sleSubvolume Giules Show SMART health and attributes. SMART Cusubg Ginles
$ xfs _repair -n /dev/sdXN
Dry-run XFS repair assessment. 25 93 XFS sl Repair (b))l
Practical Examples / los Jl Exam Note / sigol aiSi
Create Btrfs snapshot btrfs subvolume snapshot -r /data /snap/data-$(date +%F) xfs_repair ,lpl XFS sl o fsck/e2fsck 3go20 ext sy
Dump XFS xfsdump -f /backup/data.xfs /data -3uiS Jaa> | Filesystem yo (slo)lil coglas 13g. 0 03laswl

201-450 - 203.2 Created by Technet24.ir



203.3

Creating and Configuring Filesystem Options
FiIeSyStem LSLQ"‘-"-’)g (Q*b-‘-’ 9 S lw OBJECTI\% WEIGHT

) . ) 09931 09
Topic 203 - Filesystem and Devices

Configure AutoFS and automounting, understand ISO/UDF media and basic dm- .dm-crypt/LUKS b &,y ;1S ¢ ISO/UDF S5 .AutoFS/Automount (saiySw
crypt/LUKS usage.

Display AutoFS maps. AutoFS slaMap Giwles Check AutoFsS service. AUtoFS @ bgsye Service Luw)yn
$ mkisofs -o image.iso directory/ $ cryptsetup luksFormat /dev/sdXN
Create an 1ISO9660 image. IS09660 cw)yd b Image cslw Initialize a LUKS container. .LUKS sa..5,13830) Container cslw
$ cryptsetup open /dev/sdXN cryptdata
Open a LUKS mapping. .LUKS @ by Mapping (3)S ;L

Practical Examples / los Jl Exam Note / sigol aiSi

AutoFS master entry /mnt/auto /etc/auto.data --timeout=60 13wlidy |y *.etc/auto/ ¢ etc/auto.master/ sloyus

Close encrypted mapping cryptsetup close cryptdata 23S 3906 |y 00l Milgise oLl Device (s, cryptsetup

201-450 - 203.3 Created by Technet24.ir



2041

Configuring RAID
RAID LS..\JJ)SJJ OBJECTI&WEIGHT

0905l U9

Topic 204 - Advanced Storage Device Administration

Create and maintain Linux software RAID arrays and understand RAID O, 1and 5 .59 RAID 0. 1 slaSi19 <S)s g Software RAID (s)lag55 g sl
characteristics.

$ mdadm --create /dev/md0® --level=1 --raid-devices=2 /dev/sdbl /dev/sdcl $ cat /proc/mdstat

Create a RAID1 array. .RAID1 cslw Show md RAID status. .RAID cususg Ginles
$ mdadm --detail /dev/mdO $ mdadm --fail /dev/md® /dev/sdbl

Show detailed array metadata. Array ol Gioles Mark a member failed. .Failed ylgicdy Member )l38code
$ mdadm --remove /dev/md0@ /dev/sdbl

Remove a failed member. .wly> Member (o3>

Practical Examples / los Jl Exam Note / sigol aiSi

Save config mdadm --detail --scan | sudo tee -a /etc/mdadm/mdadm.conf RAID1 ‘3135 S5g391 RAIDO .wwss Backup (3%l RAID

Watch rebuild watch cat /proc/mdstat ls 1y Disk s (o> Jos RAIDS el Mirror

201-450 - 2041 Created by Technet24.ir



204.2

Adjusting Storage Device Access 5

Sto rage 4 w)iwd (cu.b.u OBJECTIVE WEIGHT
0923l 39

Topic 204 - Advanced Storage Device Administration
Inspect and tune disk/SSD/NVMe behavior, understand iSCSI and identify SAN WWID/WWN/LUN lwlib ¢ iSCSI S5 .SSD/NVMe/Suws Tune g Guw)yp

addresses and LUNSs.

Inspect ATA device capabilities. ATA Slacubld uw) p List NVMe namespaces/devices. NVMe slaDevice inloi

$ iscsiadm -m discovery -t sendtargets -p 192.0.2.10

$ fstrim -av

Discard unused blocks on mounted filesystems. ST sSgly sly TRIM Jluw,l Discover iSCSI targets. .iISCST slaTarget cais

$ iscsiadm -m node --login

Log in to configured iSCSI nodes. .iISCSI soNode @ Login

Practical Examples / los Jl Exam Note / sigol aiSi

Show WWIDs ls -1 /dev/disk/by-id/ ly WWN/WWID/LUN esalao SAN 5 g TRIM pggie SSD 55
Inspect SCSI identity scsi id --whitelisted --device=/dev/sda 2>/dev/null Sewlidy Qo> (505880 L)g0d)

201-450 - 204.2 Created by Technet24.ir



204.3

Logical Volume Manager 5

Logical Volume Manager (LVM) OBUECTIVE WEIGHT

y y o 0923l i
Topic 204 - Advanced Storage Device Administration
Create, resize, rename, remove and snapshot PVs, VGs and LVs and control Activation Cayae g PV/VG/LV ly Snapshot ¢ La3> .Resize. Rename .cslw
activation.
$ pvcreate /dev/sdbl $ vgcreate vgdata /dev/sdbl
Initialize an LVM physical volume. PV sl Create a volume group. VG cslw
$ lvcreate -L 106G -n lvdata vgdata $ lvextend -r -L +5G /dev/vgdata/lvdata
Create a logical volume. LVesw Extend LV and filesystem together. Olojad yguody Filesystem g LV Ginljsl
$ lvcreate -s -L 2G -n snap /dev/vgdata/lvdata
Create an LVM snapshot. .LVM ,5 Snapshot s lw
Practical Examples / Jloc Jlw Exam Note / sigol aii
Show all layers pvs; vgs; lvs -a -o +devices XFS 135S Lwyp |y Filesystem cusgase diuwes Shrink sl
Activate VG Vgchange -ay ngata beL,m Shrink dg..o.sz..o )9b<U

201-450 - 204.3 Created by Technet24.ir



205.1

Basic Networking Configuration
ClSu.uJ ‘UL’ LSM)SJJ OBJECTI&WEIGHT

09931 09
Topic 205 - Networking Configuration

Configure Ethernet and wireless interfaces, addresses and routes for IPv4/IPv6 IPV4/IPV6 sl WaRoute g Lo yw)ol .Ethernet/Wi-Fi slalnterface g ySw
connectivity.

$ ip -br addr $ ip link set eth@ up

Show concise interface/address state. IP g Interface anods Ginles Bring an interface up. Interface 3)S Jled

$ ip addr add 192.0.2.10/24 dev eth0 $ ip -6 addr show

Add an IPv4 address. IPV4 39391 Show IPv6 addresses. IPV6 Linles

List wireless interfaces. Wireless laInterface Giules

Practical Examples / los Jl Exam Note / sigol aiSi
Add default route ip route add default via 192.0.2.1 Objective ) jgio ifconfig/route/arp siskb legacy (slo,liul

Test IPv6 ping -6 2001:4860:4860: :8888 ol ¥50)ae Il iproute Lol «siiws

201-450 - 2051 Created by Technet24.ir



205.2

Advanced Network Configuration 4

dS.u.u. A9 puu) (G )S-'-’ OBJECTIVE WEIGHT

. . - . 09931 09
Topic 205 - Networking Configuration
Manage complex routing, multi-homing, traffic inspection and diagnostic Pbcuc sloylpl g Traffic Ju=i .Multi-homing s> Routing <o
tooling.
$ ip route show table all $ ip rule show
Display routing tables. .lRouting Table  iulai Display policy routing rules. .Policy Routing _inles
$ ss -Intup $ tcpdump -ni eth@ port 53
List listening TCP/UDP sockets with processes. .Process slyon Listen slaPort iules Capture DNS traffic. .DNS &sly5 9, Capture
$ nc -vz host 443 $ nmap -sT -p 22,80,443 host
Test TCP reachability to a port. Port & TCP Lawyiws Cand Scan selected TCP ports. .l sPort ;5)S Scan
Practical Examples / los Jl Exam Note / sigol aiSi
Temporary secondary IP ip addr add 198.51.100.10/24 dev eth® <- Link 138 ¢Sy> 3L 4 ;wb 5l Troubleshooting )
Trace socket owner ss -plant .Address -> Route -> DNS -> Transport -> Application

201-450 - 205.2 Created by Technet24.ir



205.3

Troubleshooting Network Issues
dS'U"J um LJ"L’L"-‘-C OBJECTIﬂE.WEIGHT

09931 09
Topic 205 - Networking Configuration

Diagnose interface, routing, name resolution and service issues using logs and sylpl g Log L Service ¢ Interface. Route. Name Resolution wdSiine Gaxsuis
packet/path tools. .Packet/Path
$ ip addr; ip route $ ping -c 3 192.0.2.1
Check addressing and routing first. 3uwiS Ly 1) Route ¢ IP lawl Test local gateway reachability. .Gateway o
$ traceroute example.com $ mtr -rw example.com
Trace a path hop by hop. .Hop & HOP juwo ) Combine ping and traceroute statistics. .traceroute g ping ;lol Sy

$ resolvectl status 2>/dev/null || cat /etc/resolv.conf $ journalctl -u NetworkManager -b --no-pager | tail -80

Inspect DNS resolver configuration. .Resolver Wlogaid )y p Inspect NetworkManager logs. .NetworkManager slalLog _w)
Practical Examples / los Jl Exam Note / sigol aiSi

Check NIC errors ip -s link show eth® /systemd slaLog ¢ etc/hosts. /etc/resolv.conf/ sl ol
Resolve hostname path getent hosts example.com Siiwd Hbouc ago blis 1 syslog

201-450 - 205.3 Created by Technet24.ir



206.1

Make and Install Programs from Source 5

) . 09931 09

Topic 206 - System Maintenance

Unpack source archives, configure build options, compile, install and apply .Patch Jlecl g Build Option. Compile. Install e4ais .Source (y3,S Extract
patches.

$ tar -xf source.tar.xz $ ./configure --prefix=/usr/local

Extract a source archive. .Source Archive (y3,S Extract Configure a traditional Autotools build. -Autotools b Build egais
$ make -j$(nproc) $ sudo make install

Compile in parallel. .S)lge Compile Install compiled files. .o Build sl o cuas
$ patch -pl < fix.patch

Apply a patch. Patch Jlacl

Practical Examples / los Jl Exam Note / sigol aiSi

Out-of-tree CMake example cmake -S . -B build && cmake --build build Package (5ol yguo 55wl yigy Production lousw 5o
Inspect source default location 1s /usr/src -3l Capse Jol Inventory g Uninstall b syl

201-450 - 206.1 Created by Technet24.ir



206.2

Backup Operations
Backu P wWldec OBJECT& WEIGHT

0905l U9

Topic 206 - System Maintenance

Plan, create, verify and restore backups using standard tools and understand o Backup System s Liis ¢ 3)lailiwl (sloylul L Restore Backup ¢ Verify .slul . >hb
common backup systems/media. .Media
$ rsync -aHAX --delete /srv/ /backup/srv/ $ tar -cpf /backup/etc.tar /etc

Mirror data while preserving metadata. .Metadata laa> L osls Mirror Create an uncompressed tar archive. .Tar Archive c.slw

$ tar -tf /backup/etc.tar | head $ dd if=/dev/sda of=/backup/sda.img bs=4M status=progress

Verify/list archive contents. Archive slgiso ) Create a raw disk image. .Disk ;I pl> Image sl

$ sha256sum /backup/etc.tar

Create an integrity checksum. Verify slp Checksum cslw

Practical Examples / los Jl Exam Note / sigol aiSi

Restore selected file tar -xpf /backup/etc.tar etc/hosts -C /restore 3 fawlidy Backup wgs Gibg) Olaicay |y 1-2-3 ol
Dry-run rsync rsync -aHAXn --delete /srv/ /backup/srv/ Amanda/Bacula/Bareos/BackupPC ;i Objective

Ailzyko
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206.3

Notify Users on System-Related Issues
oy @ (@i OMSuo U.’)l.u))&ﬂb| OBJECTI\:IE WEIGHT

0905l U9

Topic 206 - System Maintenance
Use login banners and broadcast tools to notify users about maintenance or Incident b Maintenance _ilw)gdbl slp Broadcast g Login sleBanner jl oslaiwl

incidents.

$ shutdown -h +10 "Planned maintenance"

$ wall "Maintenance starts in 10 minutes"

Broadcast to logged-in users. o3 Login phylS 4 ply Jlw) Schedule shutdown with notification. -pl b Shutdown sxiulej

$ cat /etc/motd $ cat /etc/issue

Show post-login message of the day. .Message of the Day yinla Show local pre-login banner. .= Login ;I Ju Banner Givles
Practical Examples / sloc Jlwo Exam Note / sigo il aiSi

Remote login banner cat /etc/issue.net Iy (Login ;I a=y) etc/motd/ ¢ (Login ;I J.8) etc/issue/ coglas
Cancel shutdown shutdown -c )l Hblsa
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2071

Basic DNS Server Configuration 5

DNS Server d-’l-’ LS-\‘-’)S*"-’ OBJECTIVE WEIGHT
. . 09931 09

Topic 207 - Domain Name Server

Configure BIND as authoritative, recursive or caching-only server and validate/ Validate/Reload 4 Caching-only L Authoritative. Recursive ()lgicay BIND (534,80
reload configuration. Olaudais
$ named-checkconf $ rndc reload

Validate BIND configuration syntax. .BIND wleuaii Syntax () Reload BIND configuration/zones. .lZone g wlouais Reload
$ dig @127.0.0.1 example.com A $ rndc status

Query a specific DNS server. .uas>uie DNS Server ;| Query Show BIND server status. .BIND Cususg Hinles

$ journalctl -u named --no-pager | tail -50

Inspect BIND logs. .BIND laLog ()

Practical Examples / los Jl Exam Note / sigol aiSi

Caching-only test dig @127.0.0.1 www.kernel.org /etc/ il iglaie WDistribution (w L Jsld ywo
Check recursion dig @127.0.0.1 example.net +recurse /L /var/named/ )5 laZone ¢ /etc/bind/ L named.conf

./var/cache/bind
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207.2

Create and Maintain DNS Zones
DNS Zone 512855 g el

Topic 207 - Domain Name Server

Create forward/reverse zones, manage records and delegations and validate
zone files.

$ named-checkzone example.com /var/named/example.com.zone

Validate a zone file. .Zone File Cous ) p

$ dig example.com MX

.MX )3, Query

$ named-compilezone -o out.zone example.com in.zone

.Zone ;6 Compile/Normalize

Query MX records.

Compile/normalize a zone file.

Practical Examples / sJlos JLwo
A record www 300 IN A 192.0.2.20

Delegation child IN NS nsl.child.example.com.

202-450 - 207.2

3

OBJECTIVE WEIGHT

0905l U9

JsLé Validate ¢ Delegation g Record s (Forward/Reverse slaZone cslw
.Zone

$ dig example.com SOA

Query the SOA record.

$ dig -x 192.0.2.10

Perform a reverse lookup.

.SOA )3)S Query

-Reverse Lookup ol

Exam Note / sigol aiSi

Hlslw e Giolyel ) SOA )5 Zone. Serial yusi 51 G
el @go )l Zone File )5 apl LG ks o FQDN
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207.3

Securing a DNS Server 5

DNS Server LS)L“"U'Ol OBJECTIVE WEIGHT
0923l 39

Topic 207 - Domain Name Server
Restrict exposure, use chroot/non-root execution, TSIG for trusted transfers and .DNSSEC/DANE sl ¢ TSIG jl oslasiwl .chroot/non-root sl cdle> mlaw yuals

understand DNSSEC/DANE basics.

$ dnssec-keygen -a ECDSAP256SHA256 example.com $ dnssec-signzone -o example.com zonefile

Generate a DNSSEC key pair. .DNSSEC lp Key cslw Sign a DNS zone. .Zone (y3)S Sign
$ rndc-confgen -a $ dig +dnssec example.com
Generate an rndc control key. .rndc oS Key cslw Request DNSSEC-related records. .DNSSEC oljon Query
Practical Examples / sloc Jlwo Exam Note / (sigol aiSi
TSIG key generation idea tsig-keygen transfer-key Recursion g 348 393w 3l slaServer g |y Transfer Zone

Check authoritative flags dig @nsl.example.com example.com SOA +norecurse 138550 (5y90404¢ Authoritative Server (s, |y Gogoc
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208.1

Basic Apache Configuration A

Apache Cl.)l.) S )Su.) OBJECTIVE WEIGHT

. . 0923l 39
Topic 208 - HTTP Services
Configure Apache 2.4 virtual hosts, access control, authentication, logging and »3 Runtime g Virtual Host. Access Control. Authentication. Logging (si)Sw
runtime behavior. .Apache 2.4
$ apachectl configtest $ apachectl -S
Validate Apache configuration. Apache Wledais Couo ) Show parsed virtual hosts. .Virtual Host iules
$ htpasswd -c /etc/apache2/.htpasswd userl $ curl -I http://127.0.0.1/
Create a Basic Auth password file. .Basic Auth |y Password L6 cslw Test HTTP response headers. HTTP sleHeader couws
$ tail -f /var/log/apache2/error.log
Follow Apache error log. .Error Log sldlas) esaline
Practical Examples / los Jl Exam Note / sigol aiSi
Simple vhost ServerName www.example.com DocumentRoot /srv/www slaDirective ;| )l sl> Require )li>Lw Apache 2.4 55
Reload safely apachectl configtest && systemctl reload apache2 L legacy sloylil pb g tcunl 4i8)S 1, Allow/Deny oy
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208.2

Apache Configuration for HTTPS
Apache )9 HTTPS L_g.\.u)iu OBJECTI&WEIGHT

. 09931 09
Topic 208 - HTTP Services

Generate keys/CSRs, install certificate chains, configure SNI and disable /Protocol (y5)S Jledc g SNI (sa)Sw (Certificate Chain cuai (Key/CSR s lw
insecure protocols/ciphers. .olb slaCipher

$ openssl reqg -new -newkey rsa:2048 -nodes -keyout server.key -out server.csr $ openssl x509 -in cert.pem -noout -text | less

Generate a private key and CSR. .CSR 4 Private Key c.slw Inspect a certificate. .Certificate Luw)p

$ openssl s client -connect example.com:443 -servername example.com $ apachectl configtest
Test TLS/SNI. .SNI ¢ TLS cuws Validate HTTPS configuration before .Reload ;| Ju& Wlodaid )
reload.
Practical Examples / sloc Jlwo Exam Note / (sigol aiSi
Self-signed test cert openssl req -x509 -newkey rsa:2048 -nodes -days 30 -keyout key.pem -out b dudls cuwlie Permission cusgase 2L Private Key
cert.pem S cuai Cawys |y leIntermediate CA Jolis Chain
Test protocol openssl s client -tlsl 2 -connect host:443
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208.3
Implementing Squid as a Caching Proxy 5

Proxy L)|9-“-C‘CU SqUId lS) LUJO')L‘J OBJECTIVE WEIGHT

09031 )9
Configure Squid ACLs, access policies, authentication concepts and cache/ .Squid ,» Cache/Resource )L, g Authentication esoalao .ACL. Access Policy (s3i)Su

resource behavior.

.lnCache Directory c>lw

Validate squid.conf. .squid.conf 6 Syntax Ly Create cache directories.

$ squid -k reconfigure $ grep -E "~(acl|http _access)" /etc/squid/squid.conf
Review ACL and access rules. .http_access ¢ ACL Luw)p

Reload Squid configuration. .Squid wleulais Reload

Exam Note / sigo il aiSi

Practical Examples / slos Jlio
Rule Match gl 13515 cuwal http_access slaRule Cus)i

Allow local net acl localnet src 192.0.2.0/24 http_access allow localnet
S Gl |y dous Kilgie o

Test proxy curl -x http://proxy:3128 http://example.com/

Created by Technet24.ir
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208.4

Implementing Nginx as a Web Server and Reverse Proxy 5

Reverse Proxy ¢ Web Server ylgicay Nginx (sjlwosly OBJECTIVE WEIGHT
083l Ojs
Configure Nginx server blocks, static content and reverse proxying to Application slaBackend « Reverse Proxy ¢ Server Block. Static Content (sau)Sw

application backends.

Validate Nginx configuration. Nginx Wledaid Couwo Lw)p Dump the complete active configuration. .Nginx JolS Config inles
$ curl -I http://127.0.0.1 $ systemctl reload nginx

Test local HTTP service. .l HTTP s Reload configuration without full restart. .JolS Restart 920 wleulais Reload
Practical Examples / sloc Jlwo Exam Note / sigo il aiSi

Reverse proxy core location / { proxy pass http://127.0.0.1:8080; } *-X-Forwarded ¢ Host header aggao Reverse Proxy sy
Pass client IP proxy_set_header X-Forwarded-For $proxy_add x_forwarded for; -34S oslaiwl Nginx -t ;| Reload 1 Jud dies g apuulidn |
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209.1

Samba Server Configuration -

Samba Server LS-\‘-’)S*"-’ OBJECTIVE WEIGHT

) . . 09931 09
Topic 209 - File Sharing
Configure Samba shares, users, CIFS clients and basic AD member integration; b »beue 9 AD )3 a4b cugeac g CIFS slaSamba. Client slaUser g Share (sai)Sw
troubleshoot with Samba tools. .Samba sl lyl
$ testparm $ smbpasswd -a userl
Validate smb.conf and show effective settings. .smb.conf oo Ly Add/enable a Samba password for a local user. .Samba User Iy Password 94l
$ smbclient -L //server -U userl $ smbstatus
List SMB shares. .SMB sWShare iulai Show active Samba sessions and locks. .Samba loLock g Session (iules
$ mount -t cifs //server/share /mnt/share -o username=userl $ samba-tool domain info example.com
Mount a CIFS share. .CIFS g5 5l Share ;5,S Mount Query basic Samba AD domain information. .Samba AD ;> Domain wledbl w)yp
Practical Examples / los Jl Exam Note / sigol aiSi
Minimal share [data] path = /srv/data read only = no valid users = @staff /etc/samba/ yrwo w3l Objective ol Weight
Check name resolution nmblookup server SMB wglas g smbd/nmbd/winbindd slaylul .smb.conf

S Gyl |y Linux Permission b Share Permission
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209.2

NFS Server Configuration 5

NFS Server LS-\-‘-’)S-‘-‘ OBJECTIVE WEIGHT

) . . 09931 09
Topic 209 - File Sharing
Export filesystems, restrict client access, mount NFS shares and understand INFSV3 sle)lpl sl g NFS (53,8 Client. Mount (sjlwsgase (Filesystem y5,S Export
NFSv3/v4-related tooling. v4
$ exportfs “rav
Reload and display exports verbosely. .aExport (y5,S Reload List server exports. .Server slaExport Gioles
$ mount -t nfs server:/srv/share /mnt/nfs $ nfsstat -s
Mount an NFS export. .NFS Export (3)S Mount Show NFS server statistics. .NFS Server Lol inles
$ rpcinfo -p server
List RPC services on a host. .LRPC Service ,iules
Practical Examples / los Jl Exam Note / sigol aiSi
Export entry /srv/share 192.0.2.0/24(rw,sync,no_subtree_check) Iy sync/async ¢ root_squash/no_root_squash slOption
Persistent client mount server:/srv/share /mnt/nfs nfs defaults, netdev 0 O D13 G Gl Sawy NO_root_squash :auwlidn eggde
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210.1

DHCP Configuration
DHCP Lg.\.u)&u OBJECTI\% WEIGHT

) : 0923l 39
Topic 210 - Network Client Management

Configure DHCP scopes, options, reservations and relay behavior; recognize DHCPv6/Router >l g DHCP 5 Relay ¢ Scope. Option. Reservation (si)Sw
DHCPv6 and router advertisements. Advertisement

$ dhcpd -t -cf /etc/dhcp/dhcpd.conf $ journalctl -u isc-dhcp-server --no-pager | tail -50

Test DHCP configuration syntax. .DHCP wloydais Syntax uw)p Inspect DHCP service logs. .DHCP slalog )

Inspect lease activity. laLease Lw)y Inspect IP-to-MAC neighbor information. MAC @ IP wledbl L)

Practical Examples / sloc Jlwo Exam Note / sigo il aiSi

Reservation host pcl { hardware ethernet 00:11:22:33:44:55; fixed-address 9 DORA (Discover, Offer, Request, Acknowledge) asolao
192.0.2.50; } b 3 ) DHCP Server L DHCP Relay <las

Scope range 192.0.2.100 192.0.2.200;
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210.2

PAM Authentication 2

PAM gD )l)->| OBJECTIVE WEIGHT
0923l 39

Topic 210 - Network Client Management
Understand PAM stack behavior and integrate authentication/account/session .SSSD ;1 a4l esleiwl g auth/account/session slaJ,iS g PAM Stack oS5

controls, including basic SSSD usage.

$ grep -v ""#" /etc/pam.d/sshd | sed "/~$/d" $ pamtester login user authenticate 2>/dev/null

Inspect an SSH PAM stack. .SSH @y bbgyyo PAM Stack )y Test PAM when pamtester is available. .pamtester 3g>9 )gu0 y3 PAM ol

$ sssctl config-check 2>/dev/null $ getent passwd userl

Validate SSSD configuration. .SSSD Wilewdai5 ) Test NSS identity lookup. .NSS s5,b ;51 Lookup <uwd

Inspect shell limits influenced by pam_limits. .pam_limits b kiye Shell slaLimit L)y

Practical Examples / los Jl Exam Note / sigol aiSi

PAM control flow required / requisite / sufficient / optional .auth 351w ) PAM Lol Management Group )lg>

NSS source order grep "“passwd:" /etc/nsswitch.conf 4wl ) Control Flag :session ¢ account. password
Nlege )l g
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210.3

LDAP Client Usage
LDAP Client b ,IS OBJECTI\% WEIGHT

0905l U9

Topic 210 - Network Client Management
Query and modify LDAP directory entries, including adds, deletes and password .Password .35 g Add/Delete Joli LDAP sloEntry ,ue3 ¢ Query

changes.

$ ldapsearch -x -H ldap://server -b dc=example,dc=com "(uid=userl)" $ ldapadd -x -D cn=admin,dc=example,dc=com -W -f entry.ld

Search LDAP anonymously/simple bind. .LDAP 3 g Add entries from LDIF.

$ ldapdelete -x -D cn=admin,dc=example,dc=com -W "uid=userl,ou=People,dc=example,dc=com" $ ldappasswd -x -D cn=admin,dc=example,dc=com -W -S
Delete an entry. .Entry L85> Change LDAP password.

Practical Examples / sloc Jlwo Exam Note / sigo il aiSi

Base search ldapsearch -x -LLL -b dc=example,dc=com dn wg> |y ObjectClass g DN. RDN. Base DN. Attribute

TLS LDAP URL ldapsearch -H ldaps://ldap.example.com ... .l ago IMmport/Change sly LDIF Format :aus S,Sa5
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210.4

Configuring an OpenLDAP Server
OpenLDAP Server LS"\'U)S‘U OBJECTIﬂE.WEIGHT

) : 0923l 39
Topic 210 - Network Client Management

Configure slapd, directory-based cn=config, schemas, LDIF operations and Access Control ¢ LDIF <ldec .cn=config. Schema ,li>Lw .slapd (s ySw
access controls.

$ slaptest -u $ slapcat -n 0 | head

Validate slapd configuration. slapd Wleahais Cous ) Export/read cn=config database. .cn=config wleulais Database (ailg>
$ slapcat -n 1 > backup.ldif $ slapadd -n 1 -1 backup.ldif
Back up a directory database to LDIF. .LDIF @, Database 19,5 Backup Offline import LDIF into a database. .LDIF ¢u381 Import

$ ldapmodify -Y EXTERNAL -H ldapi:/// -f change.ldif

Modify cn=config locally. JIdapi ()b 3l cn=config yuss

Practical Examples / los Jl Exam Note / sigol aiSi

DN example uid=userl,ou=People,dc=example,dc=com cn=config. LDIF .cuw3l Objective pl Weight
Inspect schemas ldapsearch -Y EXTERNAL -H ldapi:/// -b cn=schema,cn=config dn /ldapadd L slapadd/slapcat wglas g ACL (lachangeType

S el 1) Idapsearch
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2111

Using E-Mail Servers 4

E-Mall Server b )lS OBJECTIVE WEIGHT

. . . 09931 09
Topic 211 - E-Mail Services
Manage Postfix mail flow, aliases, relaying, virtual domains, queues, TLS basics Logging ¢ Postfix. Alias. Relay. Virtual Domain. Queue. TLS )3 Mail Flow oo
and logging. b
$ postconf -n $ postfix check
Show non-default Postfix settings. .Postfix g8 i e Olodhaid Ginles Check Postfix configuration. Postfix wlesais L)y
$ postqueue -p $ postsuper -d ALL deferred
Display the mail queue. Mail Queue Giules Delete deferred messages carefully. blusl b Deferred slaMail L3>

$ newaliases $ journalctl -u postfix --no-pager | tail -80

Rebuild aliases database. Alias & bgiye Database (sjlw)b Inspect Postfix logs. .Postfix sloLog Luw)p
Practical Examples / (los Jlo Exam Note / (sigojl aiSi

Test SMTP banner nc mail.example.com 25 Server-to-Server. 587 sl 25 :zl) sWSMTP Port
Query effective hostname postconf myhostname mydestination relayhost Loi> |y Open Relay aggas .SMTPS 465 g Submission

S ($aSol> (T 51 g Suawlidny
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211.2

Managing E-Mail Delivery 5

E-Mail Jgd oo OBJECTIVE WEIGHT
0923l 39

Topic 211 - E-Mail Services
Use Sieve rules to filter and sort messages and understand common delivery Vacation 4 laAction «.>Lub g Filter/Sort sl Sieve slaRule ;1 oslasiwl

actions and vacation behavior.

$ sievec filter.sieve 2>/dev/null $ sieve-test filter.sieve sample.eml 2>/dev/null

Compile a Sieve script when tools are available. .Sieve Script (,5)S Compile Test Sieve filtering when available. .Sieve Filter couuws
$ grep -R "sieve" /etc/dovecot 2>/dev/null | head $ doveconf -n | grep -i sieve

Inspect Dovecot Sieve integration. .Dovecot b Integration _uw,)» Show active Dovecot Sieve settings. .Sieve Oladais Ginles
Practical Examples / sloc Jlwo Exam Note / (sigol aiSi

Sieve rule if header :contains "subject" "invoice" { fileinto "Invoices"; stop; } o keep. fileinto. redirect. reject. discard :pgo sloAction
Vacation concept vacation :days 7 "I am away"; 3)ls )3l douis (59 StOp g LeRuUle )i .stop
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211.3

Managing Mailbox Access 5

Mailbox Eo VU RN URYS OBJECTIVE WEIGHT
09931 09
Configure and troubleshoot Dovecot IMAP/POP3 services, users and basic TLS. b TLS ¢ LLIMAP/POP3. User |y Dovecot Libeuc g (s3i)Sw

Show active non-default Dovecot config. .Dovecot Jleé Config inles Show Dovecot service status. .Dovecot slaService Cussg Ginles

$ doveadm auth test userl $ openssl s client -connect mail.example.com:993 -servername mail.example.com

Test authentication. Authentication cuws Test IMAPS/TLS. IMAPS/TLS o

$ ss -Intp | grep -E ":(110]|143]993|995)"

Check POP/IMAP listening ports. .POP/IMAP slaPort _uw)yn

Practical Examples / los Jl Exam Note / sigol aiSi

IMAP STARTTLS test openssl s client -starttls imap -connect mail.example.com:143 glas .POP3 110/995 ¢ IMAP 143/993 1)) slaPort
Check mail location doveconf mail location uwbdy |) esbiane TLS b STARTTLS
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2121

Configuring a Router 5

Router Ls.\u)s.u OBJECTIVE WEIGHT
09931 09
Topic 212 - System Security
Enable IP forwarding, configure NAT/masquerading and build packet filtering/ Filtering/Port slaRule ¢ NAT/Masquerade (sa)Sw IP Forwarding (sjlwJleé
port-forwarding rules. .Forwarding
$ sysctl -w net.ipv4.ip forward=1 $ iptables -L -n -v
Enable IPv4 forwarding at runtime. P Forwarding ()S Jles List IPv4 filter rules. .Filter slaRule Liules

$ iptables -t nat -L -n -v $ iptables -t nat -A POSTROUTING -o eth® -j MASQUERADE

List NAT rules. NAT sWRule Giules Enable source NAT for dynamic external IP. .Masquerade ()3)S Jled

$ iptables -A FORWARD -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

Allow return traffic. Stateful LS Sudlys o)l

Practical Examples / los Jl Exam Note / sigol aiSi

DNAT example iptables -t nat -A PREROUTING -p tcp --dport 8080 -j DNAT --to-destination 1300 ab ) iptables/ip6tables jein (0w, Objective
192.6.2.20:80 g Syntax (sgy V4.5 Hgoil sl Lo cawl yingas Il nftables

Persist concept iptables-save > /etc/iptables.rules el bl iptables auolos
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212.2

Managing FTP Servers 5

FTP Server CI Ao OBJECTIVE WEIGHT
0923l 39
Configure vsftpd/Pure-FTPd, anonymous/user access and understand active Active/Passive FTP wglas ¢ Anonymous/User uwyiws vsftpd/Pure-FTPd (saiySo

versus passive FTP.

$ vsftpd /etc/vsftpd.conf 2>/dev/null

$ grep -E "~(anonymous enable|local enable|write enable|pasv )" /etc/vsftpd.conf

Start vsftpd with a config file when .Config L vsftpd )=l Review key FTP settings. FTP qgo Wloubais )y
appropriate.

$ ss -Intp | grep :21 $ curl -v ftp://ftp.example.com/ 2>&1 | head -40

Check FTP control port. FTP JyiS Port L) Test an FTP endpoint. .FTP Endpoint couws
Practical Examples / sloc Jlwo Exam Note / sigo il aiSi

Passive range idea pasv_min port=50000 pasv max port=50100 aSd (sl 130 (513830 (sole > )5 FTP Credentials
Anonymous upload caution Use isolated writable directories and strict permissions s $x0el slodiyyS SFTP/FTPS (ol
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212.3

Secure Shell (SSH) .

Secure Shell (SSH) OBJECTIVE WEIGHT
0993l 09
Topic 212 - System Security
Secure sshd, manage keys, restrict login and use port/application forwarding Port/Application | iyl 0slasiwl g LOgin (sjlwigase Key cupse sshd (gilwiyel
safely. .Forwarding
Validate sshd configuration. .sshd Wlewdais Syntax ) p Generate a modern SSH key. .SSH Key cslw

$ ssh-copy-id user@host $ ssh -L 8080:127.0.0.1:80 user@host

Install a public key on a remote account. .Remote Host (59, Public Key .S Create local port forwarding. .Local Port Forwarding slw
$ ssh -R 2222:127.0.0.1:22 user@gateway $ ssh -J jump user@target

Create remote port forwarding. .Remote Port Forwarding c.slw Connect through a jump host. Jump Host )b ;1 JLasl
Practical Examples / Jloc Jlw Exam Note / (sigol aiSi

Harden root login PermitRootLogin no 3 oyl &K5 51 pgo Session Sy sshd xS Reload 1 Ju8
Disable password login after key test PasswordAuthentication no 3940 ghd Remote Luwyiws Config slbs w)go
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212.4

Security Tasks 2

u—’-.‘f-’*"‘ LQ-.!LBQ OBJECTIVE WEIGHT

. . 09931 09
Topic 212 - System Security
Scan services, consume security advisories, apply patches and use basic IDS/ /IDS jl ayby oslaswl g Patch uai Security Advisory ()3)S JLis (laService (;3)S Scan
ban tooling. .lnBan Tool
$ nmap -sV -0 host $ nc -vz host 1-1024
Enumerate open services and OS hints. .0S 4 Service Lw)p Quick TCP connectivity scan. TCP slaPort gyyw Scan
$ fail2ban-client status $ fail2ban-client status sshd
Show Fail2ban status. .Fail2zban cussg Ginles Show SSH jail details. SSH @ bgsyo Jail wldy> Ginles

$ journalctl -p warning..alert -b

Review higher-severity system events. g 0go SEvent Luw)yn

Practical Examples / los Jl Exam Note / sigol aiSi

Patch inventory Debian apt list --upgradable 33 3458 oslaiuwl jlxo (sWyaiuw so) baad |) Nmap/Netcat
Patch inventory RPM dnf check-update 2>/dev/null || yum check-update /CERT suilo =2ilie g OpenVAS. Snort. Fail2ban sl ogo)l

Ll 7yko Bugtraq
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212.5

OpenVPN
OpenVPN OBJECTI\% WEIGHT

) ) 0923l i
Topic 212 - System Security

Configure OpenVPN client/server profiles and understand secure point-to-point .Site-to-Site ¢ Point-to-Point slaVPN S5 ¢ Client/Server slaProfile (sai)Sw
and site-to-site VPN concepts.

$ openvpn --config client.conf $ openvpn --config server.conf

Start an OpenVPN client profile. .OpenVPN Client ly>! Start an OpenVPN server profile. .OpenVPN Server iyl
$ systemctl status openvpn-server@server 2>/dev/null $ ip addr show tun0®
Check a systemd-managed OpenVPN server. .systemd ,»> OpenVPN Server _w)» Inspect a TUN interface. -TUN go3 5l Interface L)y

$ journalctl -u openvpn-server@server --no-pager | tail -60

Inspect OpenVPN logs. .OpenVPN slalog L)y

Practical Examples / Jloc Jlw Exam Note / sigol aii

Client route push idea push "route 192.0.2.0 255.255.255.0" /CA g 35l5s Losain |y TAP (Layer 2) o TUN (Layer 3) ciglas
Verify tunnel path ping S Cdadlbw Gwlus sSecret sisle |y Certificate/Key
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Final High-Yield Checklist

Exam 201 - Must Practice

e vmstat, iostat, sar, ss and bottleneck interpretation
 Kernel build/module/sysctl/udev workflows

» GRUB, UEFI, rescue/emergency recovery

« fstab, swap, ext/XFS/Btrfs, SMART

* RAID, LVM, iSCSI and NVMe basics

e iproute2, tcpdump, nmap and network troubleshooting
» Source builds, rsync/tar backup and restore

Performance. Kernel. Storage. Boot sla)lul (>9x> Julos s9) 201 (g0l (sl
Sl ddls Gles 3S3 Networking g Recovery

Official Sources Used

Linux Professional Institute LPIC-2 overview - current official version 4.5, exam
codes 201-450 and 202-450.

LPI LPIC-2 Exam 201/202 Objectives - official objective list and weights. Draft v5.0
exists separately and is not used as the primary exam blueprint in this file.

& Hor0 NG Cund S

Exam 202 - Must Practice

» BIND config, zone files, DNSSEC/TSIG concepts

o Apache HTTPS, Nginx reverse proxy and Squid ACLs
» Samba (high weight) and NFS administration

* DHCP, PAM, SSSD and OpenLDAP workflows

o Postfix, Sieve and Dovecot

o iptables NAT/filtering, SSH hardening and tunnels
 Security scanning, Fail2ban and OpenVPN

Loi> . ks AL Weight b sle iy 51 SSH g Samba. OpenLDAP. Apache .202 (5051 5o
.3wS Validate g swuwngin VM o (=8l Config

About this file

Prepared and designed by Technet24.ir as an independent educational quick
reference. LPIC and Linux Professional Institute names may be trademarks of their
respective owner. Commands should be tested in a lab before production use.

oobus Wlyginws awl Jdiws Libigel slaidly Jalé ol .Technet24.ir : >hb g dug5
ks ) lawl |y Directory Service g Disk. RAID. LVM. Firewall. DNS. Mail & bgsyo
28 (pa8 GoBanlel
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